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Abstract—An anti-jamming communication game between a
cognitive radio enabled secondary user (SU) and a cognitive
radio enabled jammer is considered, in which end-user decision
making is modeled using prospect theory (PT). More specifically,
the interactions between a user and a smart jammer (i.e., their re-
spective choices of transmission probability) are formulated as a
game under the assumption that end-user decision making under
uncertainty does not follow the traditional objective assumptions
stipulated by expected utility theory (EUT), but rather follows
the subjective deviations specified by PT. Under the assumption
that the capacity of the system is governed by the primary user
activity, the Nash equilibria of the game are characterized under
various conditions and the impact of the players’ subjectivity
(deviation from EUT behavior) on the SU’s throughput is mea-
sured. Simulation results show that the subjective view of an SU
tends to exaggerate the jamming probabilities and decreases its
transmission probability, thus reducing the average throughput.
On the other hand, the subjectivity of a jammer tends to reduce
its jamming probability and thus increases the SU throughput.

I. INTRODUCTION

Cognitive radio networks (CRNs) in the unlicensed bands
are vulnerable to jamming attacks due to the open access and
broadcast nature of transmission in these bands. Specifically,
jammers can send signals in the hope of blocking the ongoing
transmissions of secondary users (SUs) and thus performing
denial of service attacks. With the recent advances in cognitive
radio technology, smart jammers that have flexible control
over their strategies such as jamming frequencies and signal
strength can deteriorate CRNs. This has motivated extensive
research studies on jamming [1]-[5]. Further, as both sec-
ondary users and jammers have autonomy and flexible control
over their unlicensed band transmissions, game theory has
emerged as a powerful tool to investigate anti-jamming radio
communications [6]-[8].

Traditional game theory assumes that all the players are ra-
tional and uninfluenced by real-life perception. Consequently,
most existing game theoretic studies on jamming are based on
the assumption that both secondary users and jammers make
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decisions according to their expected utilities. However, this
assumption deviates from real-life decision-making under un-
certainty and traditional expected utility theory (EUT) cannot
explain the deviations due to end-user subjectivity such as
illustrated by Allais’s paradox [9]. For example, we consider a
two-option experiment with A: to win $10 and B: to win $0.01
and $20 each with a probability 1/2. Due to the subjective
nature of human decision-making, experimental results have
shown that most people choose option A, although B leads to
a higher expected utility [9], [10].

Therefore, prospect theory (PT) has been proposed to pro-
vide a user-centric view to address this issue, which applies a
probability weighting effect to transform the objective prob-
abilities into subjective probabilities [9], [10]. This Nobel
prize winning theory was originally proposed for monetary
transactions to explain the fact that people usually over-weigh
low probability bad outcomes and under-weigh their favorable
outcomes with high probabilities, which EUT fails to explain.
This theory also explains the framing effect, i.e., players take
into account the relative gains regarding a reference point
rather than the final asset position, and the fact that losses
loom larger than gains. While PT was originally developed to
model and explain decision-making in monetary transactions,
it has recently found widespread use in many contexts: social
sciences [11]-[13], communication networks [14]-[19] and
smart energy management [20], [21].

In this paper, we apply prospect theory to analyze anti-
jamming communications in cognitive radio networks from
a user-centric viewpoint. More specifically, we formulate the
interactions between a smart jammer and a secondary user with
mixed transmission strategies as a PT-based game, and apply
Prelec’s probability weight functions [22] to model the sub-
jectivity of both players in the transmission. If controlled by
a subjective owner, an SU emphasizes the potential jamming
loss and chooses its transmission strategy to avoid it, while a
jammer tends to overweigh its loss resulting from jamming on
an unused channel.

We analyze the Nash equilibria (NE) of the PT-based anti-
jamming communication game, in which the utility functions
of both players are based on the SU’s throughput. The SU’s
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throughput results from the players’ actions, as well as the
network state defined as the channel capacity available to the
SU resulting from both the primary user (PU) activity and the
radio channel state. The Nash equilibria (NE) of the game
are characterized under various conditions and the impact
of the players’ subjectivity (deviation from EUT behavior)
on the SU’s throughput is measured. Simulation results are
presented to evaluate the impact of player subjectivity on the
performance of the anti-jamming communication game.

The remainder of the paper is organized as follows. We
briefly review related work in Section II and present the PT-
based anti-jamming communication game in Section III. We
analyze the NE strategies in the game under various scenarios
in Section IV and provide simulation results in Section V.
Finally, we conclude in Section VI.

II. RELATED WORK

Game theoretic study of anti-jamming communications in
wireless networks has attracted a lot of attention recently. In
[7], a jamming game was analyzed for radio transmission in
which the opponent’s type is unknown and the corresponding
Nash equilibrium was presented. Power control against a
smart jammer was investigated following a Stackelberg game
approach in [1]. A Bayesian jamming game was formulated
for orthogonal frequency-division multiplexing systems in [23]
and slotted Aloha systems in [24]. A channel state information
feedback game against jammers was analyzed for a multi-
channel system in [25].

Anti-jamming transmissions are an important considera-
tion for cognitive radio networks in the unlicensed bands.
While a SU’s transmissions have to avoid an incumbent PU’s
transmissions, the SUs themselves are open to interference
between them including jamming. Thus game theoretic studies
of jamming in CRNs have been undertaken for various aspects
of this problem. For example, spectrum sensing and channel
access were analyzed based on a dynamic Bayesian game
theory approach in [2]. The equilibrium of the jamming game
in a CRN with incomplete information was evaluated in [3].
A game theoretic study of the transmission of data and control
information was performed in [26], while a power control
game in a multi-channel CRN against jamming was analyzed
in [27]. The selection of the control channel against jammers
was investigated using game theory in [4]. However, none of
the above works have taken into account the subjectivity of
end-users (SU and jammer) into consideration; and this is the
focus of this paper.

III. PT-BASED ANTI-JAMMING COMMUNICATION GAME

In this section, we formulate the anti-jamming communi-
cation game in a slotted-time single-channel cognitive radio
network, while the analysis can be extended to the multi-
channel case in the future. This game consists of two cognitive
radio enabled players: a smart jammer and a secondary user
whose goal is to send messages to its destination node without
interfering with the primary user in the cognitive radio net-
work. Each player can control its transmission autonomously

z=2.5,J Player « (SU or jammer)
Az Action of Player x
Ny Number of actions of  minus 1

Pz = [Pz,mo<m<n, Mixed strategy of Player x

Dz,m Prob. for x to choose action m
Cz,m Cost of action m to Player x
ugz(m,n) Instant payoff of Player x
B Utility ratio of Player =
UrT PT-based utility of Player z
vFuT EUT-based utility of x

o Objective weight of Player x

wg (p) Subjective prob. weight func. of z
S State of the CRN
O Payoff matrix of Player x
= Throughput of the SU
TABLE 1

SUMMARY ofF SYMBOLS AND NOTATION.

and might hold a subjective view when making its decision in
the static game.

We assume that each player can access the channel with a
given probability and denote the action of the SU by ag €
{0,1,---, Ng}, where its transmission probability is given by
as/Ng and Ng(> 1) is the quantization level of the SU’s
channel access rate. For example, the SU is idle in the time slot
if ag = 0, while it transmits for sure if ag = Ng. Similarly,
we denote the action of the jammer by a; € {0,1,--- , N},
i.e., the jammer blocks the channel with a probability a;/N.

We first consider a noncooperative static game with pure
strategies. More specifically, this game consists of two players:
the SU with an action ag = m and a smart jammer with an
action a; = n. The network state denoted by ¢ is defined as
the channel capacity available to the secondary user resulting
from the the primary user’s activity and the channel conditions.

Therefore, the SU’s throughput is given by Nﬂs (1 — NL) S.

J
Let uy 2 [ug(m, n)]o<m<Ns.0<n<n, represent the instan-
taneous utility matrix of Player z, © = S, J, where u,(m,n)
denotes the instantaneous utility of Player = with ag = m and
ay = n. We assume that it is a zero-sum game, in which the
secondary user’s utility ug(m,n) is based on its throughput,
its transmission cost Cs ,, and the cost of the jammer Cl .

Thus the instantaneous payoffs are given by

ug(m,n) = —uy(m,n)
m n
= —|1-— - m ns 1
N < NJ)C Csm+Cy, (D

where C;, , is the cost of action a to Player z. Note that instead
of being restricted to the zero-sum game given by (1), our work
can be easily extended to the other cases with different utility
functions.

Next, we extend the analysis to the mixed-strategy game,
where each player chooses its action with randomness in order
to fool its opponent. In the mixed-strategy game, both players
take actions over their action sets according to their strategies
given by p; £ [prmlo<m<n, and pg = [psmlo<m<ngs
where p , = Pr(a, =m), Vo = J, S.
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Let UFUT (pg,p;) denote the expected utility of SU aver-
aged over all the action realizations following pg and p;.
Assuming independent action strategies, we can write the
expected utility of the SU and jammer, respectively, as

Ns Ny
US}?U pspr Z ZPr as =m Pr(aJ = n)us(m n)
m=0n=0
Ng Ny
= Z Zps,mpJ,nuS(m>n) 2)
m=0n=0
Ns Ny
UEUT (pg.p,) Z Z Pr(as = m)Pr(a; = n)us(m,n)
m=0n=0
Ns Ny
=3 Y psmpanus(m,n). (3)
m=0n=0

It is clear that for the zero-sum game with (1), we have
U§Y"T (ps:ps) = —UF"" (pg, D).

We now apply prospect theory to formulate the anti-
jamming communication and apply Prelec’s probability weight
function [22] to model the user subjectivity. In the PT-based
game, each player holds a subjective view over the random
action of its opponent and tends to over-weigh the unfavorable
behavior of its opponent. More specifically, let w.,,(p) denote
the probability weight function of player x, which is defined as
the subjective probability for this player to weigh the outcome
with a probability p. According to Prelec’s work in [22], the
weighting function can be chosen as

Inp)*), “4)

where o, € (0,1] is the objective weight and decreases with
the player’s subjective evaluation distortion. It is clear that this
function is S-shaped and asymmetrical, with values ranging
from O to 1. An objective player is a special case with o, = 1
and thus by (4) w,(pla, =1)=p

we(p) = exp (— (—

ie.,

UEUT( z=J,8 (7

Ul (ps.psloe =1) = Ps.PJ);

For ease of reference, we summarize the commonly used
notation in Table 1.

IV. NASH EQUILIBRIUM IN THE PT-BASED ANTI-JAMMING
COMMUNICATION GAME

We consider the Nash equilibrium in the PT-based anti-
jamming communication game, which is denoted by (p%, p%),
where p; = [p; n]o<m<n, - In the NE of the mixed-strategy
game, each player chooses its action strategy to maximize
its own subjective utility function, UZ7 (pg,p;) by (5) and
(6), with its opponent choosing the NE strategy. Therefore,
each NE strategy is a best response to all other strategies in
that equilibrium. We can obtain an NE of the game by the
following:

ps = argmaxp, UL (pg,p%)

p; =argmaxp, US7(p5,py)

st SN prm =1 (8)
Z:Xio PSm = 1
Ps = Ova = 0.

For convenience of denotation, we use ©g and O ; to repre-
sent the payoff matrixes for the SU and jammer, respectively,
with

0, = [uz(m,n)]o<m<Ng,0<n<nN,, Z=1J,8, )

where u,(m,n) given by (1) is a parameter known by both
players in the game.

Theorem IV.1. An NE of the PT-based anti-jamming commu-
nication game, if one exists, is given by

T
Instead of relying on the expected utility in (2) and (3), Os {ws (pjk>}o<k<1v =As L, 1"
a subjective player x selects its action strategy according to Y T
the probability weight function w, (p). Therefore, a subjective O {w; (p k)} OSh<Ng =As 01,01
SU or smart jammer chooses its channel access probability S Ns. 0Pm =1 ) (10
to maximize its prospect theory-based utility denoted by ZW N " -
PT . . . m=0LJm —
U, " (pg,ps). which is given by e = 0
Ns NJ )\J > 0
UL (pg,py) Z ZPr as = m)wg (Pr(ay =n))us(m,n)
m—0 n—0 where \g and \j are Lagrange parameters whose values are
Ns Ny obtained from solving for the constraints (i.e., the sum of the
= Z ZPS,mwS (pan)us(m,n) (5) transmission probabilities is 1) at the NE solution in (10).
m=0m=0 Ne N, Proof: We define Fs and by (5) simplify it into
Ul (pgop) 2 S S wy (Pr(as = m)) Pr(ay = n)uy(m,n)
m=0n=0 Fo & U , - m
Ne N s s (Ps:P7) s Zps
=3 wy (psm) pantws(m,mn). (6) Ns Ny
m=0n=0

It is clear that the PT-based utility of an objective SU or
jammer (i.e., o, = 1) is the same as its EUT-based utility,

_ZZpsmws pJ,L)usmn )\SZpSm

m=0n=0 =
(11)
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According to the Karush-Kuhn-Tucker (KKT) optimality con-
ditions on (8), by (11), we have

0Fs

N,

= ug(k,n)ws (p5,) —As =0, (12)
Ops.p ngo s(k,n)ws (pJ, ) S
with 0 < k£ < Ng, which can be rewritten as
Us(O, O) US(O, 1) US(O, NJ)
US(].,O) US(].,].) US(].,NJ)
us(Ns,0) us(Ns,1) us(Ns,Ny)
ws (p?,o) ws (pf},o) 1
?ﬁ(PLJ Qg “?(PL> = \g 1
ws (pTLNJ) ws (pj,NJ) 1
(13)

Similarly, by applying the KKT optimality condition and using
(6), we have pgﬁk for 0 < k < Ng, and thus obtain (10). H

Corollary IV.2. If the payoff matrixes © g and © j are positive
definite and have a rank of N+1, with N = Ny = Ng, an NE
of the PT-based anti-jamming communication game is given

by

Py = exp (- (-m (v Zho [07,,4)) J) ,
pii= o (= (- (s 200 105,.0)) ).

vk =0,---,N
N % N *
Zm:OpS,m = 1’ Zm:()pJ,m = 17

(14)
where [A); ; is the (i,7)-th element of the matrix A.

Proof: We consider the case in which the payoff matrixes

Og and O are positive definite and have a rank of N + 1,

with N = N; = Ng. Since Ag > 0 and wg(-) > 0, if Og

is positive definite and has a rank N + 1, ©¢ has an inverse
matrix that is also positive definite.

In this case, the linear equations (10) can be solved and we

can simplify its first line into

N

wS(pjk],k) = As Z [®gl]m,k7 k= 0, , V.

m=0

5)

By integrating (4) into (15), we have

N as
phe=exp | — <—1n ()\S Z [@Sl]m_’k>> . (16)
m=0

Similarly, we have pgvk for 0 < k£ < N and thus obtain (14).

|

For the case with two transmission quantization levels,

ie., N = 1, the anti-jamming communication game can be
simplified. Define

8, = uz(1,0) —u,(0,0)

ul(oal)_ul(lvl)’ x:J’S

a7

In this case, the NE, p§ = [pEO’ 1 fpg,o] and p% = [pj,O’ 1—
Yol can be obtained by the following:

Corollary IV.3. If min(8s,85) > 1, the PT-based anti-
Jjamming communication game with N = 1 has a unique NE,
which is given by

In 1 ” — | In *L +Ing;=0
1- Pso Pso
(18)
In ! - — | In % +1InBs =0 (19)
1—-7%0 Pjo

Proof: As N =1, by (13), we have

(us(0,0) — us(1,0)) ws(pjo)
= (us(1,1) —us(0,1)) ws(pj1)-

According to the definition of the subjective probability weight
function in (4), we take the logarithm of (20) and introduce the
notation Bs = (us(1,0) —us(0,0)) / (us(0,1) —us(1,1)),
yielding

(—ln (pf}’l))as — (—ln (pf}’o))as +1Inpgs =0.

By replacing p%; with 1 — p% ,, we obtain

In 1* — [ In *L +1Inps =0.
1—=pY, Pro

Similarly, we can obtain pi"io as in (18).

Next, we prove the uniqueness of pg, when 3; > 1. Note
that this condition is true when the marginal utility of transmit-
ting is greater than that of not transmitting. For simplicity, we
define f(z) £ (In (1))®’, which is monotonically decreasing
with x. If 8; > 1, by (18) we have f(p5,) > f(p5,), thus
yielding 0 < p5y < p5; < 1. As pgo +p5; = 1, we
have 0 < pg, < 0.5. It is easy to verify that the derivative
of g(z) = f(1 —x) — f(z) is positive if 0 < = < 0.5, i.e.,
dg(z)/dx = f'(1—x)— f'(x) > 0, indicating a monotonically
increasing function. Therefore, (18) has a unique solution.
Similarly, when Sg > 1, we can also prove the uniqueness
of p7o. |

(20)

21

Corollary IV4. The NE of the anti-jamming communication
game consisting of two objective players with N = 1 is given
by

% UJ(l,l)—UJ(O,l)

P50 = A —uy(0,1) 1y (0,0) —uy (o) 22
1,1) — 0,1

p§70 — US( I ) US( ) ) (23)

us(l, 1) — us(o, 1) + us(O, 0) — ug(l, 0).

Proof: As both players are objective, i.e., ag = oy =1,
by (18), we have

1 1
n{———17/_,-In|— | +Wp; =0, (24)
l_ps,o Pso
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which can be further simplified by (17) as

N 1
Pso=17 By
us(1,1) —uy(0,1)
= . (25
uy(1,1) —uy(0,1) + us(0,0) — uy(1,0)
Similarly, we can obtain p, as in (23). [ |

V. SIMULATION RESULTS

We performed simulations to evaluate the impact of the
users’ objective weights a, in (4) on the performance of the
NE strategy described above in the PT-based anti-jamming
communication game. We present the average utilities of both
players, UFYT and UFUT | as given by (2) and (3). In addition,
we also computed the average throughput of the SU, denoted
with =, which can be written as

Ns Ny m n
E(ps.ps) = Y Zps’mpl,yanS (1 — NJ) s. (26)

m=0n=0

In the simulation, we assume that the network state ¢ = 16
kbps, Cjo = Cg0 =0, Cj1 = 0.05 and Cg; = 0.2. There-
fore, by (1), the payoff matrices in this zero-sum game are
given by ug = —uy = [0,0.05; 0.8, —0.15]. The performance
at the NE is presented in Fig. 1, showing that both the SU’s
throughput and utility increase with its objectivity (i.e., ag).
For instance, the SU’s throughput increases from about 800
bps to 2580 bps, as ag changes from 0.5 to 1, with a;y = 1.
The reason for this gain in throughput is that a subjective SU
is less likely to transmit to avoid its highly unfavorable loss
due to a jammed transmission. Consequently, the SU receives
a higher average utility as shown in Fig. 1(b).

In addition, it is shown in Fig. 1 that the SU’s transmission
benefits from the jammer’s subjective view. For a fixed ag,
a smaller value of a; results in a higher throughput for the
SU. This is because a subjective jammer is less likely to block
the SU’s transmission as it overweights its loss from wasteful
jamming. On the other hand, this subjective view of the smart
jammer saves its jamming power and thus increases its utility,
which indicates a reduction in the SU’s utility in this zero-sum
game.

VI. CONCLUSION

In a cognitive radio network, while an SU’s transmissions
have to avoid an incumbent PU’s transmissions, the SUs
themselves are open to interference between them including
jamming. We have formulated an anti-jamming communica-
tion game under the situation when both the SU and the
smart jammer hold subjective views on their decision making.
Using prospect theory to model end-user behavior, we derive
transmission strategies for both the SU and the jammer. By
analyzing the NE of the anti-jamming communication game,
we have investigated the impact of the players’ subjective
view on the anti-jamming communication, which is ignored
by the traditional expected utility theory. Simulation results
have shown that by exaggerating the potential damages result-
ing from jamming, a subjective secondary user decreases its
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Fig. 1. Performance of a SU and smart jammer vs. their objective weights
(i.e., g and ay) in an anti-jamming communication game in a cognitive
radio network.

transmission rate and obtains a lower throughput. On the other
hand, a subjective jammer is less likely to attack the SU and
thus increases the latter’s throughput. In the future, we plan
to formulate anti-jamming communications over a long time
period as a dynamic game, in which a smart jammer holds a
subjective view on the random change of the SU’s state.
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