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Abstract—Accurate malware detections on mobile devices such
as smartphones require fast processing of a large number of
data and thus cloud offloading can be used to improve the
security performance of mobile devices with limited resources.
The performance of malware detection with cloud offloading
depends on the computation speed of the cloud, the population
sharing the cloud resources and the bandwidth of the radio
access. In the paper, we investigate the offloading rates of
smartphones connecting to the same security server in a cloud
under dynamic network bandwidths and formulate their inter-
actions as a non-cooperative mobile cloud offloading game. The
Nash equilibrium of the mobile cloud offloading game and the
existence condition are presented. An offloading algorithm based
on Q-learning is proposed for smartphones to determine their
offloading rates for malware detection with unknown parameters
such as transmission costs. Simulation results show that the
proposed offloading strategy can achieve the optimal rate and
improve the user’s utility under dynamic network bandwidths.

Keywords: Mobile cloud, offloading, malware detection, Q-
learning

I. INTRODUCTION

A large number of mobile malware including virus, worms,
Trojans and spy tools have been found in circulation to attack
mobile devices such as smartphones and tablets, resulting in
privacy leakage, economic loss, power depletion and network
performance degradation. Dynamic malware detection strate-
gies have been proposed to analyze the runtime behavior of
thousands of applications on smartphones [1]-[3]. However,
due to the limited battery life, computation resources and radio
network bandwidth, mobile devices are more vulnerable to
malware attacks than PC platforms. For example, the latency to
download the latest signature files for malware detection from
security database can lead to zero-day attacks. In addition,
accurate malware inspection has to investigate the application
behavior on kernel layer, indicating the process of a huge
number of log data generated by operating systems with
application execution, e.g., 117,903 lines of log data have
to be evaluated for a single application called Norton mobile
security on an Android smartphone [3].

Therefore, cloud-based malware detection has been pro-
posed in [4] to improve security of mobile devices, in which
a security server in a cloud hosts a synchronized replica of a
smartphone with a certain granularity in virtual environment
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to detect attacks simultaneously without overburdening the
phone. Another cloud-based intrusion detection framework
has been proposed for smartphones in [5]. The cloud-based
malware detection can address the zero-day attacks and has the
advantage of scalability, elasticity and inexpensive. However,
most existing works on cloud-based malware detection focus
on the implementation on a single smartphone and ignore
the limited and dynamic cloud computational resources and
network bandwidth, which can degrade the security perfor-
mance especially in the presence of a large amount of log data
involved in the continuous operation of malware detection on
a smartphone.

Being critical to perform fast, energy-efficient and accurate
malware detection on smartphones, cloud offloading has at-
tracted extensive research attention for general purposes. For
example, offloading of multimedia, gaming, and calculator ap-
plications has been analyzed via experiments in [6]. Offloading
in mobile clouds provides a tradeoff between the operating
time saving and extend battery life in [7]. The performance
of offloading has been found to depend on the network
bandwidth and device state in [8]. The connection to WiFi,
2G and 3G networks corresponds to significantly different
bandwidth and energy costs of a smartphone and impacts on its
optimal offloading strategy in [9]. A Bayesian-based offloading
strategy was proposed in [10], which chooses to offload only if
the estimated network bandwidth is large enough. Fine-grained
offloading of mobile code was developed in [11], to save
energy for applications such as face recognition, games and
language translations on mobile devices in. The competition
among mobile users that offload request to the data center is
formulated as an Bayesian game in [12].

This paper investigates the malware detection of a number
of smartphones that offload to the same security cloud via
base stations or access points based on game theory that has
shown its strength to improve network security [13]-[16].
More specifically, the interactions among the mobile users that
compete for the limited computational resources of a security
server in a cloud to detect malware are formulated as a mobile
cloud offloading game. The Nash equilibrium (NE) of the
mobile cloud offloading game and the existence condition of
a unique NE are presented.

In addition, repeated interactions among smartphones in
their offloading to the same cloud for malware detection with
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unknown parameters are formulated as a dynamic mobile
cloud offloading game with time variant network conditions,
in which bandwidths change randomly over time. A larger
bandwidth motivates users to offload more data, while too
much offloading decreases the utility of a smartphone due
to the limited processing capacity of the server and a large
transmission cost and sometimes results in congestion of the
network. Since system parameters such as the transmission
costs are unknown, smartphones determine their offload ratios
by repeated try-and-error trials. A Q-learning algorithm is
proposed for the mobile cloud offloading game to update
its offloading rate based on the each smartphone in channel
conditions and offloading rates of the other smartphones.
The proposed offloading strategy can achieve the optimal
offloading rate and increase the utility of the smartphone in
the malware detection.

The remainder of the paper is organized as follows. We
formulate the mobile cloud offloading game for malware
detection of smartphones in Section II. We present the NE
of the static mobile cloud offloading game in Section III and
propose an offloading strategy for smartphones based on Q-
learning in Section IV. Simulation results are provided in
Section V and conclusion is drawn in Section VI.

II. MOBILE CLOUD OFFLOADING GAME FOR MALWARE
DETECTION

A. System Model

In a mobile cloud offloading system as shown in Fig. 1, M
mobile users such as smartphones or tablets offload security-
related data to a security server in a cloud via servered access
points (APs) or base stations (BSs), in order to improve
their malware detection speeds by utilizing the computational
resources of the server, such as its CPUs, disks and memories.

Without loss of generality, user i chooses x¥ of its total
amount of malware detection data denoted by C; at time
k, with 1 < i < M,0 < 2F < 1 and C; > 0. The
transmission delay of these #¥C; data is mostly determined
by the radio transmission bandwidth, denoted by bf, with
b¥ € [BM1<n<n, and B" >0, V1 <n < N, where N is the
number of bandwidth quantization levels. The time index, k,
in the superscript can be omitted, if no confusion incurs.

Each mobile user ¢ aiming to maximize its offloading gain
from the cloud and minimize its transmission cost is rational
and selfish. User ¢ determines the offloading rate denoted by x;
with 0 < z; < 1, and the amount of the offloading data x;C;
to achieve its target, which means user ¢ chooses a portion of
the total data for detection, i.e., z;C; of the program to be
processed in the cloud.

B. Game Model

As showed in Fig. 1, the offloading interactions among M
mobile users connecting to the same security server via APs
are formulated as an non-cooperative mobile cloud offloading
game, in which mobile users as the players choose their
offloading rates [x;]1<i<as, from their action set denoted by
A =[A,)i<n<n,, Where N, denotes the number of possible

Number of users
Data for detection of user ¢

M

Cy

bf Transmission bandwidth of user 4 at time k
T; Offloading rate of user ¢
A

R

pi

S

Ug

Offloading rate set
Computation processing speed of server
Transmission power of user %
States of user ¢
Utility of user ¢

z; The best strategy of user %
x*, Best strategy set of users excluding user ¢
Qi Q function of user %
Vi(s) Value of state s
TABLE I

SUMMARY oF SYMBOLS AND NOTATION.

ecurity
Server

Cloud

Mobile User M

Fig. 1. A mobile cloud offloading system for M mobile users that share a
cloud with high performance resources such as CPUs, disks and memory to
detect malware via different access points/base stations.

offloading rates, e.g., A = [0,0.1,0.2,- - -, 1], with N, = 11.
For example, if x; = 0, user ¢ doesn’t offload and completely
detects the data locally. If x; = 1, user ¢ offloads all the data
to the cloud.

The computational capacity of the server in the cloud,
denoted by R, is used to process the offloading data to detect
malware and virus in the smartphones. User ¢ offloads an
amount of data x;C; to the server, which allocates to user
i 2,C;/ (Z“Ale ZmCp,) of the capacity. The transmission cost
of user ¢ depends on transmission bandwidth b;. Let p; be
the transmission power of unit data for user i. Based on the
processing speed in the malware detection, the instant utility
of user ¢ is defined as

M R_pl bz )
Z T Cpm
m=1

U; = s T M (1)

In summary, the static mobile cloud offloading game is
denoted by G = (i, ®;,u;)1<i<m, in which user i chooses
its offloading rate x; from the action set A to maximize its
individual utility wu;.
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III. NASH EQUILIBRIUM OF THE STATIC OFFLOADING
GAME

In a one-shot offloading game G, M smartphones choose
their offloading rates simultaneously. The NE strategy of the
static game G, denoted by [x}]1<;<m. is the best response
in the game. According to definition [17], NE strategy is the
best response of players, with u;(zf,x* ;) > wu;(z;,x*;), for
x*_i = [x;kn}m;éi,lngM and 0 < {,C:< < ].,Vl < ) < M.

Lemma 1. In the static mobile cloud offloading game G, the
optimal offloading rate of user i (1 < i < M), is given by

Oa 1_[1
1a H2
.’ﬁ;k = M M ) (2)
> 2mCm > 2mCm
m#i m#i
Rb; o o , OW.
where
M
II; : M < Z TmCm,
pi m#£i
M M
o : (3 2mCm)® + (2= B20)C; 3 G < G2,
k#i m#i
Proof: By Eq. (1), we have
ou; oS C; i
Yi_ g * S+ R _Pic 3y
8331' M M bi
< > xmcm) Zl L Cm
m=1 m=
The second derivative is
M
2RC* 3 2,,Chn
0%u; B mi @
ox;2 M 3
(£ a0
m=1
It is clear that gi“g < 0, indicating that the utility u; is strictly
concave. By 353?;0, we have
oS C; ;
~p—= S+ R ~Pigi=0,
m=1 m=
and thus
(6)
M
Z_wmcwn
If 0 <a; <1, we have z} = z;. If \/Rbi%f
M
Z_wrncnl M
m;élci < 0, ie., Rl;i?C < > nCh, we have zf =
M M
Z T Cm Z Zm Cm
. . m#i m#£i .
0. Otherwise, if \/ Rb; o — o > 1, ie.,
M M
(Y 2mC)? + (2 — %)Ci S 2mCm < C,?, we have
ki ‘ m#i
zr = 1. [ |

Remark: The amount of resources of the security server and
the transmission costs determine the NE of the static offloading
game.

IV. OFFLOADING STRATEGY BASED ON Q-LEARNING

In a dynamic mobile cloud offloading game, with time vari-
ant network environment, it is challenging for each smartphone
to accurately estimate its radio bandwidth and the actions of
the other mobile users that offload to the same security server.
Hence, reinforcement learning methods, such as Q-learning,
can be employed by smartphones to achieve their optimal
offloading strategies ultimately.

In this dynamic mobile cloud offloading game, the users
decide their offloading rates in sequence. As shown in Algo-
rithm 1, user i chooses its offloading rate at time k, =¥, based
on the offloading rates of previous users, denoted by x_;. The
system state of user 7, denoted by s¥, consists of its bandwidth
and the offloading rates of the previous ¢ — 1 users at time k,
ie., sf = (x_;,b¥).

Let Q;(s¥, z¥) denote the Q function of state s of user i at
time k. The Q function and value function denoted by V; are
updated respectively by

Qilsis @) = (1= a)Qilst, o) + alu(sy, z) + V(s ™)),
™
Vi(st) = max Qi(sf, x), @®)

x; €
where « € (0, 1] is the learning rate, 0 € [0,1] is the discount
factor indicating the greedy strategy of the user, V; is the value
function representing the highest value of the state, and u; is
the instantaneous utility that user ¢ receives at time k.

Each user applies the e-greedy policy in each time slot to
choose its action, in which the action with the highest expected
utility is taken with a high possibility, and the rest actions are
selected randomly with a small probability, 1 — ¢ for user .
Thus the probability for user i to choose offload © rate is
given by

0—0*
o+0*0eca @

1- iy

Pr(xi = @) = { 51.6‘

Nm b

where the optimal offloading strategy denoted by ©*, is given
by

O* = argmax Q;(s**1, z). (10)
€A

Next, user 7 + 1 chooses its action xf 1 similarly, with 7 <

M — 1. The process repeats for the next time slot after all the

M users make decisions.

V. SIMULATION RESULTS

Simulations have been performed to evaluate the perfor-
mance of the mobile cloud offloading game, in which M = 2,
C; =Cy =1,p =py =1and R = 8, unless specified
otherwise.

In the first simulation, both users have constant transmission
bandwidths over time, with 1/6 < b; < 1/2 and by = 1/4.
The performance of the NE of a static mobile cloud offloading
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Algorithm 1 Q-learning process of user .
Set « = 0.7, = 0.8
Initialize M, A, b;, p;, V1 <i< M
Set Q;(s',z)=0, V;(s)=0, Vs, =
Repeat (for each episode)
Set s = (x_;,bF) of user i;
For k=1,2,3, ...
Select xf via Eq. (9);
Observe sFt1 and u;;
Update Qi(sk, xf) via Eq. (7);
Update V;(s*) via Eq. (8);
End for
End for

game, as theoretic results, is similar to the stable performance
of a dynamic game, as shown in Fig. 2. In addition, a user
increases its offloading rate and thus obtains a higher utility,
under a higher transmission bandwidth. On the other hand, the
other mobile user has a performance degradation if competing
a smartphone with a higher bandwidth.

In the second simulation, we have evaluated the perfor-
mance of a dynamic mobile cloud offloading game, averaged
over all realizations of random and time variant bandwidths,
with b¥ € {1/6,1/5,1/4} and b5 € {1/8,1/7,1/6}, k =
1,2,3,- - -, i.e.,, user 1 usually has no worse transmission
condition. As shown in Fig. 3, both mobile users quickly
achieve their optimal offloading strategies. For instance, the
average utility of user 1 increases from 1.5 to more than 2.5
after 1000 time slots from the start of the game. In addition,
user 1 with a generally higher bandwidth relies more on the
cloud and achieves a higher utility.

Finally, the instantaneous utilities of two users in the dy-
namic offloading game are shown in Fig. 4, in which both
bY and b5 randomly change every 100 time slots, with b} €
{1/6,1/5,1/4} and b5 € {1/8,1/7,1/6}, Vk. It is shown
that both users achieve their optimal offloading strategies with
stable and high utilities.

VI. CONCLUSION

In this paper, a mobile cloud offloading game has been for-
mulated to analyze how smartphones choose their offloading
rates to detect malware in a security server according to the
transmission bandwidths and the amounts of security data to be
processed of the smartphones. The NE of the static offloading
game has been provided for the case with all the system
parameters known by all the smartphones connecting to this
security server. In addition, for the case that the system pa-
rameters are unknown to the smartphones, a Q-learning based
offloading strategy has been proposed for a dynamic offloading
game with time-variant network bandwidths and amounts of
data to be processed for malware detection. Simulation results
show that the proposed offloading strategy can fast reach a
desirable performance and improve the smartphone’s utility in
dynamic network environments. For example, the utility of a
smartphone increases from 1.5 to 2.5 after 1000 time slots, in
a dynamic offloading game with two smartphones.
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Fig. 2. Performance of the mobile cloud offloading game with two
smartphones under constant bandwidth b; and by = 1/4.
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