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Abstract—Jamming attacks that can further lead to denial of
service attacks have thrown serious threats to underwater sensor
networks (UWSNs). However, due to the narrow bandwidth
of underwater acoustic signals and time variant propagation
environments, jamming in UWSNs cannot be fully addressed
by spread spectrum techniques, one type of widely-used antijamming methods in wireless networks for decades. In this
work, we investigate jamming attacks in underwater sensor
networks. More specifically, the interactions between the underwater sensors and jammers in UWSNs are formulated as an
underwater jamming game, in which the players choose their
transmit power levels to maximize their individual utilities based
on the signal to interference plus noise ratio of the legal signals
and transmission costs. The Nash equilibrium (NE) of a static
jamming game is presented in a closed-form expression for the
jamming scenario with known acoustic channel gains. For the
dynamic and unknown underwater environments, we propose a
reinforcement learning-based anti-jamming method for UWSNs,
in which each sensor chooses its transmit power without knowing
the channel gain of the jammers. Simulations are performed
to evaluate the NE in the static jamming game in underwater
sensor networks and to validate the efficacy of the proposed
anti-jamming power control scheme against jamming in dynamic
environments.
Keywords: Jamming, underwater sensor networks, reinforcement learning, game theory

I. I NTRODUCTION
With the development of underwater sensor networks
(UWSNs), in which low-cost sensors utilize acoustic communication links at low frequencies to report their sensing data to
a surface sink or station, it is critical to investigate the security
issue of UWSNs [1]. In particular, jammers carried out by
underwater vehicles or insider attackers send acoustic signals
with the goal to interrupt the ongoing data collections and
deplete sensor batteries, further leading to denial-of-service
attacks in UWSNs [2], [3]. Carrying environmental monitoring
information of lakes, rivers and seas, sensors in UWSNs have
to address jamming attacks to ensure a reliable and secure
monitoring services [4], [5].
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2015AA01A707). The work of E. Cheng was supported in part by NSFC
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Due to the severe attenuations, large delay, severe multipath and low frequency of underwater acoustic channels, and
the power constraints of underwater sensors, acoustic sensor
networks are more vulnerable to jamming attacks than the
counterparts in indoor wireless networks. More specifically,
underwater sensor networks have difficulty fully addressing
jamming by applying spread spectrum techniques, such as
frequency hopping, that have been widely used for decades to
counteract jammers in wideband radio networks [6], because
underwater sensors operate at low frequencies and thus have
very narrow bandwidths. Moreover, due to the mobility of
sensors and jammers in dynamic underwater environments,
it is challenging for sensors to detect and locate jammers in
UWSNs. This has motivated research on jamming in UWSNs
[7].
Game theory and reinforcement learning techniques have
shown significant strength to study the interactions between
jammers and radio nodes in wireless networks [8], [9].
Therefore, in this paper, we perform game theoretic study
on jamming attacks in underwater sensor networks. More
specifically, the interactions between sensors and jammers in
UWSNs are formulated as a jamming game. Each sensor
chooses its transmit power in the presence of jamming signals
to maximize its utility based on the signal to interference plus
noise ratio (SINR) of the legal signals at the surface sink and
the transmission costs. The Nash equilibrium (NE) of a static
jamming game is presented for the jamming scenario, in which
each player knows the channel gains of the acoustic signals.
We analyze the performance of the NE via simulations in
terms of the distance between the jammer and the surface sink.
For the dynamic underwater environment in which the sensors
and jammers move with random velocities and directions over
time, we propose an anti-jamming power control strategy for a
sensor in UWSNs to choose its transmit power without knowing the channel gain between the jammer and the surface sink.
Simulations are performed on the underwater channel models
generated by BELLHOP [10] to evaluate the performance of
the proposed scheme against jamming.
The main contributions of the paper include:
1) We extend game theoretic study on jamming to underwater sensor networks and derive a closed-form expression of
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the NE in the static jamming game in UWSNs.
2) We propose a learning-based power control strategy for
underwater sensors to address jamming attacks with unknown
channel parameters of the attacker in dynamic underwater
sensor networks.
3) We analyze the impact of the initial distance between the
jammer and the surface sink on the performance of UWSNs.
The remainder of the paper is organized as follows. We
review related work in Section II and present the system model
in Section III. We formulate both a static jamming game for
UWSNs and a dynamic jamming game for a repeated jamming
process in Section IV. We propose an anti-jamming power
allocation strategy based on learning in Section V. We provide
simulation results in Section VI and conclude in Section VII.
II. R ELATED W ORK
Recently, there are increasing research attentions on the
security issue of underwater networks. For instance, in [11], a
secure communication suite was proposed for cluster-based
underwater surveillance network to address known attacks.
In [1], location spoofing was investigated for the geographic
routing protocol in underwater acoustic networks. The Sybil
detection was studied based on state information of nodes
in [12]. Multipath routing in underwater acoustic networks
with intruder detection was presented in [7]. Denial-of-service
attacks based on wormhole tunneling and jam-and-replay in
UWSNs was analyzed in [13].
Similar to indoor wireless networks, underwater sensor networks are especially vulnerable to jamming attacks. Therefore,
the detection of reactive jamming was investigated in [14].
In [14], a partial-packet monitoring scheme was proposed
to detect corrupted bits. An underwater jamming detection
protocol was designed for UWSNs in [3]. Field tests were
performed to analyze jamming models in UWSNs in [2], [15].
However, to the best of our knowledge, none of the existing
work has applied game theory to improve the anti-jamming
performance of underwater networks.
III. S YSTEM MODEL

transmission cost of sensor i, denoted by Ci , depends on the
battery level of the sensor.
B. Jamming model
A jammer is assumed to send acoustic signals at the same
frequency with the sensors in order to block the sensing reports
and deplete the sensor batteries of the underwater sensor
network. Reactive jammers choose their jamming power levels
based on the ongoing transmission of the sensors and are
more powerful than non-responsive jammers such as constant
jammers. Therefore, in this work, we consider a reactive
jammer and the conclusions can be viewed as a lower bound
of the anti-jamming performance of UWSNs.
At time k, the jammer chooses its jamming power, denoted
by y (k) ≥ 0, with the unit cost of jamming power denoted by
CJ . The distance between the jammer and the surface sink is
denoted by dJ , while the corresponding channel power gain is
denoted by hJ . If the jammer can attack the sensor network for
multiple time slots, the reactive jammer is assumed to choose
its jamming power based on the state of the sensor network.
More specifically, the jamming power y (k) is chosen based on
the network state defined as the SINR of the sensing report at
time k − 1. For example, the jamming power can be chosen
to increase with the SINR of the signal to avoid the waste of
power.
C. Underwater Channel model
According to [16], the acoustic path loss between sensor i
and the surface sink is given by
A(di , f ) = h0 dγi a(f )di ,

where the path loss exponent γ = 2 for spherical spreading,
h0 is the reference path loss, and a(f ) is the absorption
coefficient. Based on the Thorp’s formula, we have
2
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where f is the frequency of the acoustic signal.
The channel transfer function with Np paths each of length
lm , 0 ≤ m ≤ Np − 1 is given by

A. Underwater Sensor Network Model
In this work, we consider an underwater sensor network
that consists of N underwater sensors, a jammer and a surface
station or sink, all located randomly. The surface sink collects
sensing data sent by the sensors over the underwater acoustic
channels at a frequency f0 . Carrier sense multiple access
(CSMA) is assumed for the resource allocation in the network,
in which at most one sensor is allowed to send its sensing data
in a time slot denoted by the integer k ≥ 1.
Without loss of generality, sensor i chooses the transmit
(k)
power of its acoustic signal at time k, denoted by xi , with
(k)
0 ≤ xi ≤ Pi , where Pi is the maximum transmit power of
the sensor, ∀1 ≤ i ≤ N . For simplicity, the time index k and
the sensor index i are omitted, if no confusion occurs. The
distance between sensor i and the surface sink is denoted by
di and the resulting channel power gain is denoted by hi . The

(1)

Np −1

H(f ) =



m=0



Γm
A(lm , f )

e−j2πf lm /c ,

(3)

where the nominal underwater sound speed c = 1500 mps and
Γm is the additional loss on the m-th path. According to [16],
the noise power at the surface sink, denoted by σ, is given by
σ = Δf

105
,
f 1.8

(4)

where Δf is the bandwidth of the acoustic signal. The transition probability for the channel gain of sensor i to change from
(k−1)
(k)
to hi during a time slot due to the sensor mobility
hi
(k) (k−1)
and water movements is denoted with ph (hi |hi
) ∈ [0, 1].
The channel attenuation H(f ) can be obtained by a software
called BELLHOP [10] that has been widely used to study
underwater communications.

IV. JAMMING G AME IN U NDERWATER S ENSOR N ETWORKS
The interactions between a jammer and underwater sensors
are formulated as a jamming game, in which each sensor
chooses its transmit power while the jammer determines its
jamming power, denoted by y (k) . We first analyze a one-shot
interaction between the jammer and a sensor that is allowed
to transmit in a single time slot as a static game, and then
investigate the repeated interactions between the jammer and
the sensor network over a long time duration as a dynamic
jamming game.

with the condition I1 : Ci < σ+hhJi PJ and CJ < hJσh2i Pi ; and
the condition I2 : Ci < σ+hhJi PJ and CJ ≥ hJσh2i Pi .
Proof: By (7) and (5), it is clear that x∗ = 0 if ∂ui /∂xi =
− Ci < 0; and x∗ = Pi otherwise.
Similarly, by (7) and (6), we take derivative of uJ (x∗ , y)
with respect to y, yielding
hi
σ+hJ y ∗

∂uJ (x∗ , y)
hJ hi x∗
=
− CJ .
∂y
(σ + hJ y)2
Let

A. Static jamming game
Without loss of generality, we consider the power control
of the jammer and sensor i that obtains the transmission right
at time slot k, with 1 ≤ i ≤ N . The static jamming game,
denoted by G, consists of two players: the sensor chooses
its action under the power constraint, i.e., xi ∈ [0, Pi ], while
the jammer determines its non-negative power, y ≥ 0. Both
players are assumed to know the channel gains in this time
slot (i.e., hi and hJ ) and the transmission costs of each other
(i.e., Ci and CJ ).
The sensor and the jammer simultaneously choose their
actions, xi and y to maximize their individual instantaneous
utilities at the time slot, denoted by ux and uJ , respectively.
In the game, the sensor aims to obtain a higher SINR with a
minimum transmission cost. Thus the utility of the sensor in
this static game is defined as the following,
hi xi
− Ci xi .
(5)
σ + hJ y
As the goal of the jammer is to block the ongoing transmission and to deplete the sensor’s battery, the utility of the
jammer is defined as
ui (xi , y) =

hi xi
+ Ci xi − CJ y. (6)
σ + hJ y
Unlike the zero-sum game as in [9], we assume that the
jammer aims to increase the energy consumption of the sensor
in this game.
The Nash equilibrium of the game is denoted by (x∗ , y ∗ ),
in which each player chooses its best response to maximize
its utility given that its opponent takes the NE strategy. Thus
we have
uJ (xi , y) = −ui − CJ y = −

x∗ = arg max ui (x, y ∗ )

(7)

y ∗ = arg max uy (x∗ , y).

(8)

0≤x≤Pi
0≤y

If each player knows the channel parameters and transmission
costs, the optimal power control strategy is given by the
following:
Theorem 1. The static jamming game G has a unique Nash
equilibrium, which is given by
⎧ 

hi hJ Pi
⎪
− σ , I1
⎨ Pi , h1J
CJ
∗ ∗
(9)
(x , y ) =
(Pi , 0) ,
I2 ,
⎪
⎩
(0, 0),
o.w.

∂uJ (x∗ ,ỹ)
∂y

(10)

= 0, and we have
ỹ = (

hJ hi x∗
− σ)/hJ .
CJ

(11)

Therefore, if condition I1 holds, it is clear that ∂ui /∂x > 0
J
= 0 has a solution, thus x∗ = Pi and y ∗ =
and ∂u
 ∂y
hi hJ Pi
1
− σ . Similarly, if I2 holds, we have ∂ui /∂x >
hJ
CJ
0 and

∂uJ
∂y

≤ 0, thus x∗ = Pi and y ∗ = 0.

B. Dynamic jamming game
The repeated interactions between the underwater sensor
network consisting of N sensors and a jammer over multiple
time slots can be formulated as a dynamic jamming game,
denoted by G . We assume a cooperative sensor network,
in which all the sensors choose their transmit power levels
to maximize the same long-term utility, denoted by Uw . Let
δ ∈ [0, 1] denote the discount factor of the sensor network,
indicating the myopic nature of the sensors.
For simplicity, Markov decision process is used to model
the jamming process in the dynamic game, in which the
jamming power is quantized into S + 1 levels, i.e., the action
of the jammer is given by 0 ≤ y ≤ S, where S is the
jamming power constraint. The state transition probability of
the jammer, denoted by p(s |s), represents the probability for
the jamming power to change from s at time k to s at time
k + 1 after a time slot, with s, s ∈ {0, 1, 2, · · · , S}.
In this game, the channel gain of the acoustic signal sent by
the sensor chosen by CSMA can be modeled with a Markov
chain. More specifically, the probability for the channel gain
to change from hi at time k to h at time k + 1 is denoted
with ph (h |hi ), resulting from the change of the sensor and
the Doppler shift due to the mobility of the sensors and
environment.
According to the instantaneous utility given by (5), we can
write the long-term utility of sensor i at time k in this game
as
Uw (x, y) = ui (x, y) + δ

S

y  =0

p(y  |y) max
Uw (x , s )

0≤x ≤Pi

hi
− Ci x
σ + hJ y
S 

p(y  |y)ph (h |hi ) max
+δ

=

y  =0 h

0≤x ≤Pi

h
− Ci x ,
σ + hJ y 
(12)

where the first term is the instantaneous utility of the sensor
at time k while the second term represents the expected utility
that the sensor network obtains in the next time slot.
V. L EARNING - BASED P OWER C ONTROL FOR UWSN S
In dynamic underwater environments in which sensors and
jammers float randomly over time, it is impractical for all the
sensors to accurately estimate system parameters such as the
channel gain between the jammer and the surface sink. Thus it
is challenging for an underwater sensor to calculate its optimal
transmit power at the equilibrium of a dynamic jamming game.
To address this problem, we apply the reinforcement learning
technique in the power control of underwater sensor networks,
in which each sensor achieves its optimal power allocation
strategy by learning from the history.
Without loss of generality, we assume that sensor i is
chosen by CSMA to send its sensing report at time k. The
state of the sensor network at time k, denoted by s(k) , is
defined as s(k) = [i, hi , y (k−1) ], consisting of the index of
the selected sensor, the channel gain between the sensor and
the surface sink (hi ) and the jamming power at time k − 1
(y (k−1) ∈ {0, 1, 2, ..., S}). The instantaneous utility of the
sensor network, denoted by uN , equals ui as in Eq. (5) at
time k. Thus we have
hi x
− Ci x.
uN (x, s(k) ) =
(13)
σ + hJ y
As it is challenging for the sensors to derive the closed-form
expression of the optimal power control strategy, we apply Qlearning algorithm, with the learning rate of the sensor network
denoted by α ∈ (0, 1]. Let Q(s, x) denote the Q function for
the state s and the transmit power x, where the transmit power
x is quantified into L levels, i.e., x ∈ P = {0, 1, 2, ..., L}, and
V (s) be the highest value of the state. The sensor updates its
Q function by the following:


Q s(k) , x(k) = (1 − α)Q s(k) , x(k)

 
(14)
+ α uN x(k) , y (k) + δV s(k+1)


V s(k) = max Q s(k) , x .
(15)
x

Assuming that the sensor network applies the -greedy
policy in the power control, we have the transmit power
of sensor k at time k given by the following probability
distribution,




1 − , τ = arg maxx ∈P Q s(k) , x
(k)
,
Pr x = τ =

o.w.
|P|−1 ,
(16)
where |P| is the size of the set P. The power control process
of the sensor network is summarized in Algorithm 1.
VI. S IMULATION R ESULTS
In the simulation, we evaluated the performance of the
underwater sensor networks based on CSMA, with N = 3,
Ci = 0.03, CJ = 0.02, σ = 0.1 and f0 = 10 kHz. The
network topology is shown in Fig. 1, in which the depth

Algorithm 1. Power control of a sensor network.
Set δ = 0.8, α = 0.1.
Initialize Q(s, x) = 0, V (s) = 0, ∀s, x.
Repeat (for each episode)
Observe the initial system states s(1) ;
For k = 1, 2, 3, · · ·
Select and perform an action x(k) ∈ P via (16);
Observe the subsequent state s(k+1) and immediate payoff us ;
(k)
(k)
Update Q(s
 ,x ) via (14);
Update V s(k) via (15);
End for
End for

surface

Rx

2000 m

sensor 2
sensor 1
sensor 3

2000 m

jammer
floor

Fig. 1.

Topology of an underwater sensor network against a jammer.

of the lake was 2000 m, the surface sink was located at
(0, 0, 0) m, the sensors were located at (−1000, 0, 1100) m,
(1000, 0, 1100) m, and (0, 0, 1300) m, respectively, and the
location of the jammer was (500, 0, 1300) m. All the sensors
and the jammer moved Δ = 0.3 m in randomly chosen
directions in each time slot.
The sensor utility at the NE of the static jamming game
consisting of a sensor and a jammer, with the distance between
the sensor and the surface sink dS = 1.5 km, the maximum
transmit (jamming) power PS = 10 (PJ = 10), is shown
in Fig. 2. It is shown that the utility of the sensor increases
with the distance dJ , while the utility of the jammer decreases
with it, because a larger jamming distance indicates a weaker
jamming strength. The utility of the sensor with CJ = 0.03 is
higher than that with CJ = 0.02 for CS = 0.03, because the
jammer is less likely to attack under a higher jamming cost.
To evaluate the performance of proposed power control
strategy, we also evaluated a fixed power strategy and a
random strategy. The jammer in the simulations observed
the power of the sensor in the previous time slot and chose
its jamming power to maximize its immediate utility, with
PJ = Pi = [1, 3, · · · , 9] for i = 1, 2, 3. As shown in Fig. 3
(a), each sensor’s utility gradually converges to the optimal
value, while the jammer’s utility decreases over time. Each
sensor achieves different utility due to the different channel
conditions. Fig. 3 (b) indicates that the proposed power control
strategy improves the utility of each sensor compared with the
fixed and random strategies.
The impact of the distance dJ on the performance of the
proposed scheme is shown in Fig. 4, with dJ = [1, 1.1, · · · , 2]
km, indicating that the utility of the sensor increases with dJ ,
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Fig. 2. Performance of the NE in the static jamming game versus the distance
between the jammer and the surface sink, dJ .

(a) Utility of each sensor.

0.2

VII. C ONCLUSION
We have formulated the interactions between an underwater
sensor network and a reactive jammer as two jamming games.
The NE of a static jamming game has been derived for
the one-shot jamming scenarios with known channel gains
and transmission costs. We have also proposed a power
control strategy based on Q-learning for the sensor networks
in dynamic underwater environments with unknown system
parameters such as the channel gain between the jammer
and the surface sink. Simulations have been performed under
underwater acoustic channels, showing the efficacy of the
proposed anti-jamming power control strategy.

0

Average utility

while the utility of the jammer decreases with it. In addition,
the average SINR of the signal increases with the increase of
dJ , which corresponds to a weaker jammer.
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Fig. 3. Performance of the proposed power control strategy in a dynamic
jamming scenario over time.
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