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Abstract—In this paper, we investigate the PHY-layer authen-
tication that exploits the spatial decorrelation property of radio
channel information to detect spoofing attacks in multiple-input
multiple-output (MIMO) systems. We formulate the interactions
between a receiver that applies the PHY-layer MIMO authenti-
cation technique and a spoofing node as a zero-sum game. In this
game, the receiver chooses the test threshold of the hypothesis
test of the PHY-layer authentication to maximize its utility based
on the Bayesian risk in the spoofing detection. The adversary
chooses its attack frequency, i.e., how often a spoofing packet is
sent over multiple antennas. The unique Nash equilibrium of the
static MIMO authentication game is derived and the condition for
its existence is presented regarding the number of antennas. We
also investigate the dynamic authentication game, and propose a
PHY-layer MIMO authentication based on Q-learning to achieve
the optimal test threshold in the spoofing detection via trials,
and implement it over universal software radio peripherals. The
performance of the spoofing detection algorithm is evaluated via
experiments in indoor environments.

Index Terms—MIMO, PHY-layer authentication, spoofing de-
tection, game theory, learning

I. INTRODUCTION

Multiple-input multiple-output (MIMO) techniques can im-
prove the capacity and reliability of wireless communications,
and enhance the resistance against eavesdropping [1]. Howev-
er, MIMO transmissions are vulnerable to spoofing attacks, in
which a spoofing node with multiple transmit antennas claims
to be another transmitter by using a faked identity such as a
faked MAC address. Spoofing attacks can not only result in
illegal advantages and access rights of the adversary, but also
lead to man-in-the-middle attacks and denial-of-service attacks
[2]. Therefore, physical (PHY)-layer authentication techniques
have been proposed to exploit the PHY-layer properties of
radio propagations, such as received signal strengths [2], [3]
and channel impulse responses [4] to detect spoofing attacks
in wireless networks.

Game theoretic study on PHY-layer spoofing detection in [5]
investigates the interactions between an attacker and a receiver
that applies the PHY-layer authentication scheme. If radio
nodes are unaware of the channel model in dynamic wireless
networks, the receiver can apply Q-learning, the model-free
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reinforcement learning techniques [6], to derive the optimal
hypothesis test policy to maximize its expected long-term
accumulative utility via trial-and-error [7].

In this paper, we extend the game theoretic study on
PHY-layer authentication to MIMO systems and formulate
a channel-based MIMO authentication game. In the zero-
sum game, a spoofing node chooses how frequently to send
spoofing signals to maximize its utility based on the Bayesian
risks in the spoofing detection. The receiver determines its test
threshold in the hypothesis test of the channel-based spoofing
detection. The Nash equilibrium (NE) of the static MIMO
authentication game is presented, showing that the number of
antennas affects the spoofing frequency and detection.

We also investigate a dynamic MIMO authentication game,
in which the receiver exploits the received signal strength
indicators (RSSIs) without being aware of the radio channel
model and the spoofing policy. Based on Q-learning, a receiver
decides its test threshold in the hypothesis test by updating
a quality function of each state-action combination and can
achieve the optimal policy if this selection is a finite Markov
decision process.

The contributions of our work can be summarized as
follows:

(1) We formulate the interactions between a receiver per-
forming PHY-layer spoofing detection and a spoofing node
with multiple antennas as a zero-sum MIMO authentication
game. The NE of the game is derived. The condition and the
uniqueness of the NE are discussed.

(2) We propose a PHY-layer MIMO spoofing detection
based on Q-learning in dynamic wireless networks, and per-
form experiments over universal software radio peripherals
(USRPs) in indoor environments to validate its efficacy.

The rest of this paper is organized as follows. We review
related work in Section II, and present the system model in
Section III. We formulate the PHY-layer MIMO authentication
game in Section IV, and present dynamic PHY-layer MIMO
game with Q-learning in Section V. Experiment results are
presented in Section VI. In Section VII, we conclude this
work.



II. RELATED WORK

The spatial decorrelation property of wireless medium has
been exploited in [8] to detect spoofing attacks in MIMO sys-
tems. Secrecy beamforming and artificial noise transmission
have been applied in [9] to enhance the PHY-layer secrecy
in multiple antennas wireless systems. A channel responses
based detection scheme for MIMO systems was developed
in [10] to detect primary user emulation attacks in cognitive
radio networks. A channel-based authentication scheme over
MIMO fading channels proposed in [11] can address multiple
impersonation attack strategies.

A game-theoretic study of channel assignment performed
in [12] investigated the MIMO transmissions in time-varying
wireless channels, and a learning-based algorithm was pro-
posed to approach to the NE strategy. A cooperative game
formulated in [13] investigates the path loss and the transmit
power for power budget for all the transmit radars to track
a target in MIMO networks. An MIMO transmission game
introduced in [14] investigates the dual-threat attacker that
performs both eavesdropping and jamming.

We have formulated a zero-sum authentication game in [5]
to investigate the interactions between a legitimate receiver
and a spoofing node in a single antenna system. Compared
with our previous work in [5], we extend the study to MIMO
systems and investigate the impacts of the number of antennas
on the PHY-layer authentication game. We also provide the
NE condition of the MIMO PHY-layer authentication game,
considering the spoofing cost in the utility function, which was
omitted in [5].

III. SYSTEM MODEL
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Fig. 1. [Illustration of a spoofing detection game consisting of a legal
transmitter Alice with Ny antennas, a spoofing node Eve, and a receiver Bob
with N,- antennas.

As shown in Fig. 1, we consider the spoofing detection of
a receiver called Bob (B), the legal transmitter called Alice
(A) and spoofing node called Eve (E) in a N; x N, MIMO
system. The signals are sent over [V; antennas each at center
frequency fo with bandwidth W.

Based on the training symbols or preambles of the signal,
Bob estimates the channel gain and compares it with the
channel record of Alice to determine whether the correspond-
ing signal is actually send by Alice. More specifically, Bob
obtains the channel vector at time %k denoted by HF =

[h¥ (m,n)] L<m<nN,, 1<n<, and the channel record of Alice

denoted by H = {iL(m n)}

1<m<N;, 1<n<N,
is the channel gain from the m-th transmit antenna to the n-th
receive antenna at time k, while i(m,n) is the corresponding
channel record of Alice in the previous transmission. Bob
estimates the channel gains at M tones for each of the N; N,
antenna pairs.

Let xff1 /E denote the N;-dimensional transmitted signal
from Alice (or Eve) at time k, H’j‘ p be the Ny x N, matrix
of channel gain between Alice (or Eve) and Bob, and z 4, £
be the corresponding N,.-dimensional noise at the receiver.
The signal from Alice (or Eve) received by Bob at time k is
denoted by yff‘ /E and given respectively by

, where h(m,n)

yA —XAHA+ZA
yE =xpHE +zp. (1)

Let 02 be the average power gain along the path from
Alice to Bob, p be the average signal-to-noise ratio (SNR)
of the signal received by Bob, « indicate the channel time
variation due to the radio environment changes, and 3 present
the average ratio of the SNR of the signal sent by Eve to that
of Alice. For ease of reference, the commonly used notations
are summarized in TABLE 1.

TABLE I
SUMMARY OF SYMBOLS AND NOTATIONS
« Channel gain time variation
B8 Average ratio of the SNR of Eve to that of Alice
P Average SNR of the received signal
Ni/r Number of transmit/receive antennas
H f& 5 Channel gain from Alice/Eve to Bob at time k
Hf Channel vector under test at time k
H Channel record of signals from Alice
M Number of frequency samples
x € [0,00) | Test threshold
y € [0,1] Spoofing frequency
UB/E Immediate utility of Bob/Eve
G1/0 Gain of Bob to accept/reject a signal from Alice/Eve
C1/0 Cost of Bob to reject/accept a signal from Alice/Eve
Cs Cost of Eve to send a spoofing signal
Pf/m False alarm rate/miss detection rate

IV. MIMO PHY-LAYER AUTHENTICATION GAME

Based on the spatial decorrelation of radio channel states,
Bob detects spoofing attacks by comparing the estimated
channel matrix at time £, Hf with the channel record of Alice
H. In the spoofing detection, the null hypothesis H indicates
that the signal is indeed sent by Alice, while the alternative
hypothesis H; indicates that the claimant terminal is Eve. The
spoofing detection builds the hypothesis test given by

Ho : HY = HY
H, - HY £ HEL )



The hypothesis test is based on the sampled channel fre-
quency responses over the Ny N, antenna pairs at M frequen-
cies. According to (2), the channel responses are significantly
different from the channel records of Alice, Bob reports an
spoofing alarm at time k. Otherwise, there is every reason to
believe that the transmitter is Alice. Bob calculates the statistic,
denoted by L, that was chosen by [5] as the normalized
Euclidean distance between the channel response HY and the
channel record H. Thus, we have

ki -+ 2
L (|, 1) = M 3)

H

where ||-|| is the Frobenius norm. Bob compares the test thresh-
old z € [0,00) with the test statistic L. More specifically, if
the test statistic is less than x, Bob accepts the null hypothesis
Ho; otherwise, Bob accepts H;. Thus the hypothesis test in
the PHY-layer spoofing detection is given by
~\ Ho
L (HfH) < (4)
Hi
The detection accuracy of the PHY-layer authentication in
(4) depends on the test threshold z. A small test threshold
increases the probability to successfully detect Eve, and the
probability for Bob to take Alice as Eve. The false alarm rate,
denoted by py, is the probability that Alice’s signal is viewed
as a spoofing one, i.e.,

pr(x) =Pr(Hi|Ho) = Pr (L (Hﬁ, I:I) > x) , (5

where Pr(:|-) is the conditional probability. It is clear that the
probability for Bob to accept a signal from Alice is 1 — py.
Similarly, the miss detection rate, denoted by p,,, is defined
as the probability that a spoofing signal passes the detection,
which is given by

Pm(x) = Pr(Ho|H1) =Pr (L (H%,I:I) < x) . (6)

The probability for Bob to reject a signal from Eve is 1 — p,,.

Bob applies the higher-layer authentication methods such
as [15], [16] to process the signal that passes the PHY-layer
authentication. A signal is accepted by Bob if and only if it
passes both the PHY-layer and higher-layer authentications. In
this case, the channel record of Alice is updated with H«
HE,

The PHY-layer spoofing detection can be formulated as a
zero-sum game denoted by G consisting of a receiver (Bob)
and a spoofing node (Eve). Eve sends faked frames and
pretends to be a legal transmitter Alice, while Bob applies the
PHY-layer authentication to discriminate the spoofing signals.
The action of Eve, denoted by y € [0, 1], is the probability that
Eve sends a spoofing frame. Bob chooses the test threshold in
the hypothesis test, z € [0,00), in the spoofing detection. In
the zero-sum game, the utility of Bob and that of Eve, denoted
by up and ug, respectively, satisfy ug(z,y) = —up(z,y).

The payoff for Bob to accept a legitimate signal (or reject
a faked one) is denoted by G; (or Gj). The cost for Bob
to falsely reject a legitimate signal (or accept a faked one)

is denoted by Cy (or (), while the cost for Eve to send
a spoofing signal is denoted by C,. Based on the detection
accuracy and the power consumption in the spoofing detection
in the time slot, the utility of Bob, denoted by up, can be
defined as

up(z,y) = Csy+ (G1 (1= py () = Cipy(@)) (1 )
+ (Go(1 = pm (2)) = Copm (@) )y = —up(w,y).

In summary, we consider a PHY-layer authentication zero-
sum game, G = ({B, E},{z,y},{up,ur}), in which Bob
chooses its test threshold « € [0, 00), while Eve determines
its spoofing frequency y € [0, 1].

As a concrete example, we assume that Bob detects spoofing
based on the estimated channel frequency responses of the
radio signals HY and the channel record of Alice H. For
simplicity, we also assume zero phase shift between channel
measurements. In the frequency-selective Rayleigh channel
models, Bob performs the generalized likelihood ratio test,
in which the test statistic in [8] is replaced by L', as

~ ~ 112
L (HfH):HHf—HH ~ 22NN, M), (8

where x?(m) is a Chi-square distribution with m degrees of
freedom.

Based on the test statistic in (8), it is shown in [8] that the
false alarm rate and the miss detection rate of the hypotheses
test in the spoofing detection are given by

2

pp(z) =1—Fy (02(2?0@, 2NtNTM> )
_ 2zp

pm{@) = e (02(2+p+ﬂp)’2NtNrM)’ 1o

where F\2(-,m) is the cumulative distribution function of a
Chi-square distribution with m degrees of freedom.

The Nash equilibrium of the static PHY-layer authentication
game G is denoted by (z*,y*). By definition, neither the re-
ceiver nor the adversary can increase its utility by unilaterally
choosing a different strategy, i.e.,

"= argmax up (z,y") (1n
y' =arg min up (z*,y). (12)

Theorem 1. If the channel gains over M frequencies are
independent and identically distributed, and

Cs < G1+ Cy (13a)
a<f+1, (13b)
the static MIMO PHY-layer authentication game G has a
unique NE (z*,y*), given by (14) and (15).
Proof. By (9) and (10), we have p;(0) = 1, p,,(0) = 0,
1i_>m pr(x) =0 and 1i_>m pm(x) = 1. By (7), we have

0
s =G1 — Gy — (G1 + Cl)pf(.%‘) + (Go + Co)pm(l‘) —C4,

y
(16)
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indicating that if G; + Cy > Cs,

9us0.Y) _ o . <0 (17)
dy

m M:G1+00705>0. (18)

00 8y

Let & be the solution of dug(z,y)/0y = 0. By (16), (9) and
(10), we have (14) after simplication, showing that & is unique
and positive. If x > &, we have dug(z,y)/dy > 0; Otherwise,
if 0 <z < &, we have ug(z,y)/0y < 0. By (9) and (10),
we have

Op () thNTJV[—le_#iap)
9r (2 NN, M (19)
(02(2/p + ) "1 (N, N, M)
apm(x) ngﬁNTM*leim
o - N.N, M , (20)
(0%(2/p+1+B)) I (NN, M)
where I'(-) is the Gamma function.
By (19), (20) and (7), we have
Qup(a,y) _ aV VML Ty
ox - o2NeN-MT (NN, M)
(B+1-a)wp?
(G1+C1(1—y) B (Go + Cp)ye @tan @+otir)a?
@/p+ VN T @t Lt BN
(21)

As Oug(#,y)/0y = 0, ug(&,y) is constant, Yy € [0,1].
Let § be the solution of dup(&,y)/0x = 0, which can be
simplified by (21) into (15). By (21), if 84+ 1 > a, we have
Oup(x,§)/0x >0 for 0 < x < & and up(z,y)/0x < 0 for
x > Z. Thus, (11) and (12) hold for (z*,y*) = (%, 9).

Next, we consider the uniqueness of the NE by assuming
that there exists another NE, denoted by (a/,y’) # (z*,y*).
If 0 < 2’ < z*, we have dug(z’,y)/0y < 0 and thus
y" = 0. By (21), we have dug(z,y’)/dz > 0, indicating that
ug(2’,y") < up(z*,y’), contradicting to the assumption that
(',y’) is an NE. If 2’ > z*, we have Jug(z’,y)/0y > 0,
yielding 4’ = 1. By (21), we have dug(z,y’)/0z < 0, and
thus up(2’,y') < up(z*,y’), contradicting to the assumption.
Thus (x*,y*) = (&,¢) is a unique NE in the game. O

Theorem 2. The static MIMO PHY-layer authentication game
G has no NE, if

Cs > G+ 0 (22)

or
{ Cs <G+ Cy (23a)
a>p+1. (23b)

,2NtN7.M) =Gop+Cs+Cq — (Go + Co) FX2 (

2px*
— T ON,N.M 14
?2+p+pp) " ) (1

15)

Proof. If Cy > G1+Cy, we have dug(z,y)/0y < 0, and thus
y* = 0. By (21), we have dug(z,0)/0x > 0, ie., z* — oo,
and thus no NE exists.

If Cs < G1+ Cy, similar to the proof to Theorem 1, no NE
exists if x* # &, with & given by (14). Otherwise, if z* = Z,
we can infer from (21) and (11) that up(z*,y*)/0x = 0,
Oup(x,y*)/0x > 0, V0 < z < Z, and Jup(x,y*)/0z < 0,
Vz > &. However, if a > 8+ 1, by (21) and (15), we have
Oup(z,y*)/0x < 0,V0 < z < &, and Oup(z,y*)/0x > 0,
YV > Z, indicating that * # 2. Thus, no NE exists in this
case. O

By (14) and (15), the NE of game G depends on the
spoofing cost and the relative channel time variation. Under
a small spoofing cost and relative small channel gain time
variation, i.e., (13), Bob chooses his test threshold and Eve
decides her spoofing probability based on the gain, cost
and channel conditions by (14) and (15) to maximize their
individual payoffs. If the channel gain time variation is large,
i.e., (23b), the channel responses change too fast to form a
stable radio fingerprint for spoofing detection and thus no NE
exists. Otherwise, under a large spoofing cost, i.e., (22), the
attack motivation of Eve is suppressed and Bob chooses to
use a high test threshold to avoid false alarm in the spoofing
detection.

V. PHY-LAYER MIMO AUTHENTICATION WITH
Q-LEARNING

The repeated interactions between Bob and Eve, who cannot
accurately estimate the environment model and the action of
the opponent in dynamic wireless networks can be formulated
as a dynamic MIMO PHY-layer authentication game. The
receiver Bob builds the hypothesis test in (4) to discriminate
Alice from Eve. When receiving 7" frames in a time slot, Bob
has an expected sum utility, denoted by U* and defined as

kT

>

n=(k—1)T+1

Uk = u(z,y), (24)

where u% is his immediate utility from the n-th frame given
by (7).

For simplicity, both the false alarm rate and miss detection
rate in each time slot are quantized into X + 1 levels,
ie, ph,pr, € {I/X}o<i<x. The state observed by Bob
at time slot %k, denoted by s*, consists of both the false
alarm rate and miss detection rate at the last time slot, i.e.,
sk = {p’}fl,pfn_l} € {l/X,m/X }o<i.m<x. The feasible test
threshold in the spoofing detection is quantized into K + 1
levels, i.e., xk S {Z/K}OSISK-



Algorithm 1 MIMO PHY-layer authentication with Q-
learning.
1: Set Q(s,7) =0,V (s) =0, Vz € {I|/K}o<i<k,s €S
2: for k=1,2,3,... do
3 Set 2" via (25)
4 forn=1to 7T do
5: Read the MAC address of packet n at time k
6
7
8
9

Channel estimation to obtain H;
Calculate L via (3)
if L <" then

Perform the higher-layer authentication

10: if packet n is accepted then

11: H « H,

12: else

13: Send spoofing alarm for packet n
14: end if

15: end if

16:  end for

17:  Observe py and p,, at time k

18 s* = [ps,

19:  Update U” via (24)

200 Q(s%,2%) « (1—w)Q (s, a%) + pu (UF + 6V (s"*1))
21  V (sk) CMAX Ly Q (s )
22: end for

Let Q(s,z) be the Q-function at state s and action z. The
value function, denoted by V'(s), represents the highest value
of state s. The test threshold is chosen by e-greedy policy
given by

1—¢, Q (s,x)

T = arg max

ze{ % to<i<k

(25)
> 0.W.,
with 0 < e < 1.

After choosing test threshold ¥, Bob builds the hypothesis
test in (3) to authenticate the transmitter at time k. If a frame is
rejected, Bob sends a spoofing alarm, calculates the spoofing
detection accuracy at time k, and updates the expected sum
utility U* via (24).

The Q function is updated at a learning rate denoted by p €
(0, 1], which represents the extent to which the new detection
experience overrides the existing knowledge on the Q function.
The discount factor § € (0, 1] indicates the uncertainty on the
rewards in the future interaction. The Q function is updated
based on the current system state s* and test threshold z*, as
summarized in Algorithm 1.

VI. PERFORMANCE EVALUATION

Experiments have been performed to evaluate the per-
formance of the proposed PHY-layer authentication in the
dynamic games, in which 20 radio nodes each equipped with
laptops and USRPs were placed in a 12 x 9.5 x 3 m? office
room as shown in Fig. 2, with G; = C; =6, Gg =9, Cy =4,
Cs =1, M =3, fo = 242 GHz, W = 20 MHz, y = 0.5,

= 0.8, § = 0.7 and ¢ = 0.1. Each transmitter equipped
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Fig. 2. Network topology of the experiments in a 12 x 9.5 x 3 m? office
room, consisting of 19 transmitter location, with fo = 2.42 GHz, M = 3
and W = 20 MHz.

with up to 5 antennas acted as either Alice or Eve, while
Bob received signals with 3 antennas in the experiments. As
comparison, we used the PHY-layer spoofing detection with a
randomly selected threshold as a benchmark.

0.7
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Fig. 3. Spoofing detection accuracy of the PHY-layer authentication in 5 X 3
MIMO systems, with M = 3, fo = 2.42 GHz and W = 20 MHz, in
which Alice is at TX3 and Eve locates at TX16, in the wireless network with
topology as shown in Fig. 2.

As shown in Fig. 3, the proposed spoofing detection im-
proves the detection accuracy at a fast convergence speed. For
example, if Alice and Eve are located at TX3 and TX 16,
respectively, the miss detection rate decreases to 5% after 400
time slots, which is 38.9% less than the benchmark, and the
false alarm rate is as small as 3 x 10~2, which is 17.9% lower
than that of the benchmark strategy.

As shown in Fig. 4(a), the spoofing detection accuracy
improves with the number of receive antennas. For example,
the miss detection rate decreases by 74.2%, and the false
alarm rate decreases by 63.1%, if the number of receive
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Fig. 4. Average spoofing detection performance of the 5 x N, MIMO
transmission with M = 3, fo = 2.42 GHz and W = 20 MHz in the
experiments with topology as shown in Fig. 2.

antennas changes from 1 to 5. In addition, the proposed
spoofing detection exceeds the benchmark strategy with higher
detection accuracy and the performance gain increases with the
number of receive antennas. For instance, the miss detection
rate of the proposed authentication reduces by 60.7% and the
false alarm rate decreases by 41.0%, in the 5 x 4 MIMO
system. The performance gain regarding the miss detection
rate rises from 56.5% to 69.9%, and the gain regarding the
false alarm rate rises from 33.2% to 38.6%, if the number of
receive antennas changes from 2 to 5.

Fig. 4(b) indicates that the average utility of the receiver
increases with the number of receive antennas, e.g., the
average utility increases by 3.2%, if N, changes from 1 to 5.
Finally, the proposed spoofing detection has performance gain
regarding the utility compared with the benchmark scheme,
e.g., the utility gain is 3.1% in the 3 x 5 MIMO system.

VII. CONCLUSIONS

In this work, we have investigated the PHY-layer authen-
tication game in MIMO systems between a receiver and a
spoofing node, and presented the unique NE of the game.
We have also evaluated the dynamic PHY-layer authentication
game with reinforcement learning, in which the test threshold
in the spoofing detection is chosen via ()-learning. We have
performed USRP-based experiments to validate the efficacy of
the proposed Q-learning based PHY-layer authentication. For
example, in the 5 x 3 MIMO transmission against an adversary
with 20 MHz bandwidth at 2.42 GHz, the proposed PHY-layer
spoofing detection can reduce the miss detection rate to 5%,
which is 38.9% less than the benchmark spoofing detection
scheme, and the false alarm rate is below 3 x 107°.
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