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Abstract—In this paper, the anti-jamming issue in unmanned
aerial vehicle (UAV) networks is analyzed in a static game and
a dynamic game. We investigate the effect of wireless channel
fading characteristics from a UAV to a ground station and flying
cost on the performance of a closed-form Nash equilibrium
(NE) in the static game. Besides, in a Stackelberg dynamic
game, wherein the system model is hard to determine, we
propose a Q-learning based anti-jamming scheme and evaluate
its performance via exhaustive simulations, which can achieve
relatively higher average utility and Signal to Interference plus
Noise Ratio (SINR) than a benchmark method.
Index Terms—unmanned aerial vehicle, anti-jamming, game

I. I NTRODUCTION
Due to the low cost and high convenience, unmanned aerial
vehicles (UAVs) has gained rapid promotion and development
in the civil and commercial applications in recent years [1].
The emerging applications can be substantially divided into
four classes: disaster response, cargo delivery, monition area
or wireless network coverage and project construction. All
of these applications are based on wireless communication
technologies, such as navigation (e.g., Global Positioning
System, GPS), short distance unlicensed wireless communications (e.g., WiFi or ZigBee), long distance licensed wireless
communications (e.g., LTE) [2]. Once those wireless links are
jammed, the communication between the UAV and the ground
station or the remote control terminal will be interrupted or
unavailable. The consequence of jamming in UAV networks is
serious since the UAV may be compromised by an adversary.
For example, a portable shoulder-mounted rifle called Drone
Defender can thoroughly invalidate the GPS or WiFi signals
of a UAV, solely employing directional electromagnetic wave.
Thereby, the UAV will have to hover in place or directly land
to the specified ground under the control of an attacker [3].
Besides, compared to other wireless applications, high mobility and speed are the most distinctive features of the UAV
equipment. It is mainly because that the movement trajectories
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of them are in a three-dimensional space in the air rather than
in a two-dimensional one confined to a highway (e.g., vehicles
in a vehicular ad hoc network) [2]. With respect to these two
features, they will directly affect the fading characteristics of
Air-Ground channel (e.g., resulting much more path loss) and
the network quality (e.g., the dynamic change of network
topology will lead to an intermittent connection) [4]. In
addition, if there is a jamming attack, the reliability of wireless
connection will be much more intractable. Whereas, thanks
to the high velocity and flexible maneuverability, defending
against or evading a wireless jamming attack may become
easier. More specifically, facing a jamming attacker, the UAV
can quickly increase its transmitting power or fly toward to the
legitimate receiver, observably improving the received signal
quality. Otherwise, the UAV can promptly evade the heavy
jamming area via lots of aircraft motions (such as level flight,
banking turn, climb or descent) to avoid wasting too much
unnecessary energy. Hence, as for how to resist jamming
attacks, there should be a complicated trade-off.
Game theory has been demonstrated to be an extremely
effective method to study the jamming and anti-jamming issue
in wireless networks [5]–[8]. In this paper, we carry out a
theoretic study on anti-jamming power control game in UAV
networks. The interactions between a jammer and a UAV are
formulated as a jamming game. Under a transmitting power
limitation, a UAV sends its message to a legitimate receiver.
First, a static one-shot jamming interaction scenario is studied
and a closed-form Nash equilibrium (NE) is derived. Second,
in a dynamic Stackelberg jamming scenario, an optimal strategy of anti-jamming power control for the UAV is derived via
reinforcement learning algorithm [9]. Exhaustive simulations
are utilized to evaluate the performance of anti-jamming power
control.
The key contributions of this paper include:
1) Extending jamming games to UAV networks, a closedform NE expression is obtained for a static jamming
game. Considering the factors of flying cost and wireless
channel fading characteristics from a UAV to a ground
station, we discuss its performance of the derived NE.
2) Confronting the high mobility, dynamic link distance
and uncertain wireless channel power gains of the UAV
network, a multiple time slot learning-based optimal

strategy is proposed and evaluated.
The remainder of this paper is organized as follows. Section II reviews the related work. Section III presents our
system model. We formulate a static and a dynamic game in
Section IV and V. Next, we provide numerical and simulation
results in Section VI. Finally, Section VII concludes the whole
paper.
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II. R ELATED W ORK
In [5], the static and dynamic jamming games between a
jammer and underwater sensors were investigated, where the
closed-form NE and reinforcement learning based optional
anti-jamming strategy are present. In [6], a Bayesian Stackelberg game was formulated for anti-jamming transmission with
incomplete information, wherein the Stackelberg equilibrium
is obtained via a backward induction analysis. In [7], regarding
AWGN and frequency selective fading channels, the twoparty zero-sum game was analyzed, focusing on the achieved
channel capacity of the authorized user when there is a hostile
jammer. [8] present a jointly optimizing constrained zero-sum
Markov game of transmission rate adaptation and frequency
hopping for the wireless system in the presence of a jammer.
In the UAV-assisted drone delivery system for online purchases transportation, a network interdiction game [10] was
investigated, in which the vendor player chooses the optimal
flying path of a UAV to securely and timely deliver goods
whilst the cyber-physical attacker aims to interdict the potential path and thwart this delivery. The NE of it is derived
by solving the standard linear programming problems and
the subjective behavior of players is analyzed via prospective
theory. In a scenario, wherein two UAVs encounter a jamming
UAV, as described in [11], based on the differential game
theory, the jamming problem was described as a zero-sum
pursuit-evasion game. Using Isaacs approach, the necessary
conditions for the saddle point strategy are obtained. Besides,
when there is one UAV, aiming to communicate with some
relay nodes under the jamming attack coming from another
malicious UAV, [12] also translated the game between the
legitimate UAV and jamming UAV into a zero-sum pursuitevasion game via a set of Isaacs equations. However, none
of these works take the characteristics of the UAV-to-Ground
(also named Air-ground) radio propagation or flying cost into
account in a static game. Besides, none of the above works
consider the impact of variable link distance and channel
fading characteristics as well as their consequence in dynamic
anti-jamming games. Those are the focus of this paper.
III. S YSTEM M ODEL AND BACKGROUND
A. System Model
In this work, we consider a UAV wireless communication
network, consisting of a legitimate UAV 𝑈 , a jamming attacker
𝐽 and a ground station 𝐺𝑆. 𝐺𝑆 and 𝐽 are located on the
ground, whereas 𝑈 is flying in the air according to its flying
track as depicted by the blue dotted line in Fig. 1. The
relative horizontal link distance between 𝐽 and 𝐺𝑆 is fixed
and denoted by 𝐷𝐽 , and the maximal communication range
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System model.

TABLE I
S UMMARY OF SYMBOLS AND NOTATION
𝑈
𝐽
𝐺𝑆
𝐻
𝐻𝐿
𝐻𝑆
𝑃 𝐿(𝑑)
𝐾(𝑑)
𝑎(𝑏)
p(q)
𝐶𝑈
𝐶𝐽
𝐶𝑀
𝐶𝐹

UAV
Jammer
Ground staion
Channel power gain
Large scale channel power gain
Small scale channel power gain
Path loss of link distance 𝑑
Ricean K-factor of link distance 𝑑
Transmitting power of 𝑈 (𝐽)
Mixed strategy of 𝑈 (𝐽)
Unit cost of transmitting power of 𝑈
Unit cost of transmitting power of 𝐽
Loss of the task if 𝑈 does not transmit any signal
Cost of flying power

𝐽
of 𝐽 is 𝐷𝑚𝑎𝑥
. At time slot 𝑘, 𝑈 can transmit its signal either
at location 𝐿1 (or 𝐿2 ), which are denoted by yellow (or red)
dot. Thus, the relative horizontal link distance between 𝑈 and
𝐺𝑆 is 𝐷𝑈 , wherein 𝐷𝑈 equals either 𝐷1 (or 𝐷2 ) as shown in
𝐽
−𝐷𝐽 is the closest distance 𝑈 can achieve.
Fig. 1. 𝐷2 = 𝐷𝑚𝑎𝑥
When 𝐷𝑈 = 𝐷2 , 𝑈 is exactly out of the jamming range and
can not be shot by 𝐽 via directional electromagnetic wave
tool such as Drone Defender. The shorter the link distance is,
the smaller the path loss is. Without loss of generality, it is
assumed that the path loss of location 𝐿2 is significantly less
than the location 𝐿1 . Hence, in the downlink from 𝑈 to 𝐺𝑆, to
improve 𝐺𝑆’s received signal strength, 𝑈 can either increase
its transmitting power at location 𝐿1 or fly toward to 𝐺𝑆 and
transmit its signal at location 𝐿2 .
The downlink jamming interactions are assumed in a
slotted-time process, including two players in the air: 𝑈 and 𝐽.
The transmit power of 𝑈 (or 𝐽) is equably quantized into 𝑁𝑈
(or 𝑁𝐽 ) levels with a unit transmit power Δ𝑃 . Then the action
of 𝑈 (or 𝐽) denoted by 𝑎 (or 𝑏), which is normalized transmit
power with a power constraint 0 ≤ 𝑎 ≤ 𝑁𝑈 (or 0 ≤ 𝑏 ≤ 𝑁𝐽 ).
Hence, the actual transmitting power of 𝑈 (or 𝐽) equals 𝑎Δ𝑃
˜ 𝐽 ) be the normalized
˜ 𝑈 (or 𝐻
(or 𝑏Δ𝑃 ). In addition, let 𝐻
˜ 𝑈 Δ𝑃
channel power gain between 𝑈 (or 𝐽) and 𝐺𝑆. 𝐻𝑈 = 𝐻
˜ 𝐽 Δ𝑃 ) denotes the normalized channel power
(or 𝐻𝐽 = 𝐻
gain of unit transmit power level for 𝑈 (or 𝐽) within the

dwell time of the current time slot. 𝐻𝐽 can be described via
a classical two-ray model channel whilst 𝐻𝑈 is depicted by a
Air-Ground fading channel given in the following subsection.
And at location 𝐿1 and 𝐿2 , 𝐻𝑈 can be written by 𝐻𝑈1 and
𝐻𝑈2 , respectively. For the sake of reference, the commonly
used notation is summarized in Table I.
B. Air-Ground Large and Small Scale Fading Characteristics
According to [13], the large scale fading character of path
loss for Air-Ground wireless channel between 𝑈 and 𝐺𝑆,
complies with a modified log-distance model as
𝑃 𝐿(𝑑)(𝑑𝐵) = 𝐴0 + 10𝑛𝑙𝑜𝑔10 (𝑑/𝑑𝑚𝑖𝑛 ) + 𝜍𝐹 + 𝑋

(1)

where 𝐴0 is measured in dB, indicating the value of path
loss at the link range of 𝑑𝑚𝑖𝑛 ; 𝑛 is a dimensionless path
loss exponent; 𝑋 is a Gaussian random variable with zeromean and standard deviation 𝜎𝑋 ; 𝜍 ∈ [−1, 1] denotes the flight
direction, when the UAV flies toward 𝐺𝑆, 𝜍 = −1, otherwise
𝜍 = 1; 𝐹 is a adjustable magnitude in dB regarding the flight
direction.
Since the path loss 𝑃 𝐿(𝑑) is defined as the difference
between the transmitting signal power 𝑃𝑡 and the received
signal power 𝑃𝑟 in logarithmic units, i.e., 𝑃𝑟 = 𝑃𝑡 − 𝑃 𝐿(𝑑).
For the sake of brevity, the relationship between the large scale
channel power gain 𝐻𝐿 and the path loss can be given by,
𝑃𝑡 − 𝑃 𝐿(𝑑)
(2)
.
𝑃𝑡
Then the linear form of 𝐻𝐿 can be given by 𝐻𝐿 =
𝐻𝐿 (𝑑𝐵)
10 10 . From (1) and (2), we can see that 𝐻𝐿 can be
roughly estimated by the transmitting power 𝑃𝑡 and the link
range 𝑑.
Besides, in [13], the Air-Ground small scale fading character
is well modeled via the Ricean fading, in which a linear model
of Ricean K-factor is given in the following,
𝐻𝐿 (𝑑𝐵) ≈

𝐾(𝑑) = 𝐾𝑑𝑚𝑖𝑛 + 𝑛𝑘 (𝑑 − 𝑑𝑚𝑖𝑛 ) + 𝑌

(3)

where 𝐾𝑑𝑚𝑖𝑛 is the value of 𝐾 at link distance 𝑑𝑚𝑖𝑛 , 𝑛𝑘
denotes a slope while 𝑌 is a Gaussian random variable with
zero mean and standard deviation 𝜎𝑌 .
If the flying velocity is assumed to be known, then we can
compute the maximal doppler frequency shift. Along with the
above Ricean K-factor, the small scale fading channel power
gain 𝐻𝑆 can also be determined. After getting 𝐻𝐿 and 𝐻𝑆 ,
the Air-Ground channel power gain 𝐻 can be simultaneously
described via large and small scale fading characteristics, e.g.,
𝐻 = 𝐻𝐿 𝐻𝑆 .
IV. JAMMING G AMES IN UAV W IRELESS N ETWORKS
The contest between 𝑈 and 𝐽 is described as a jamming
game, in which both 𝑈 and 𝐽 take actions to choose their
transmit power. In this section, we analyze a one-shot interaction static jamming game 𝔾, focusing on the uncertainty
of opponent’s behavior when the large and small scale fading
characteristics are assumed to be precisely estimated.

A. Game Model
In the static game 𝔾, the strategy space for 𝑈 (or 𝐽) can
be defined as
{

𝒜 = {(𝑎)∣0 ≤ 𝑎 ≤ 𝑁𝑈 }
ℬ = {(𝑏)∣0 ≤ 𝑏 ≤ 𝑁𝐽 }

(4a)
(4b)

where the number of elements of 𝒜 and ℬ are (𝑁𝑈 + 1) and
(𝑁𝐽 + 1), respectively.
If 𝑎 = 0, 𝑈 does not transmit any signal to 𝐺𝑆, then
𝑈 will lose 𝐶𝑀 . If 𝑎 > 0, 𝑈 can transmit at location
𝐿1 or 𝐿2 according to the following rules. 𝑈 pre-defines a
SINR threshold 𝜂 and a flying power cost threshold 𝛿. If
the SINR at location 𝐿1 is greater than or equal to 𝜂 (i.e.,
𝑎𝐻𝑈1
𝜎+𝑏𝐻𝐽 ≥ 𝜂), then 𝑈 will transmit at location 𝐿1 with power
𝐽 𝐻𝐽 )
𝑎 = 𝜂(𝜎+𝑁
. However, if the SINR at location 𝐿1 is less
𝐻𝑈
1

𝑎𝐻

𝑈1
than 𝜂 (i.e., 𝜎+𝑏𝐻
< 𝜂), then 𝑈 will have two choices, flying
𝐽
toward to 𝐺𝑆 and transmitting at location 𝐿2 with power
𝐽 𝐻𝐽 )
when 0 < 𝐶𝐹 ≤ 𝛿, otherwise, 𝑈 transmits at
𝑎 = 𝜂(𝜎+𝑁
𝐻𝑈
2

𝐻

𝐽 𝐻𝐽 )
location 𝐿1 with a larger power 𝑎 = 𝐻𝑈𝑈2 ⋅ 𝜂(𝜎+𝑁
when
𝐻 𝑈1
1
𝐶𝐹 > 𝛿.
At time slot 𝑘, let the normalized channel power gains of 𝑈
and 𝐽 are 𝐻𝑈 and 𝐻𝐽 , wherein 𝐻𝑈 can be either 𝐻𝑈1 or 𝐻𝑈2 .
Besides, the Additive White Gaussian Noise (AWGN) power is
𝜎. When both players take strategy 𝑎 ∈ 𝒜 or 𝑏 ∈ ℬ, the utility
of 𝑈 and 𝐽, which are based on the Signal to Interference plus
Noise Ratio (SINR) of 𝐺𝑆’s received signal, can be severally
given by

𝑢𝑈 (𝑎, 𝑏)
𝑎𝐻𝑈
=
𝜎 + 𝑏𝐻𝐽
𝑎𝐻𝑈1
𝜂(𝜎 + 𝑁𝐽 𝐻𝐽 )
− [𝐼(
≥ 𝜂)
𝐶𝑈
𝜎 + 𝑏𝐻𝐽
𝐻𝑈1
𝑎𝐻𝑈1
𝜂(𝜎 + 𝑁𝐽 𝐻𝐽 )
+ 𝐼(
< 𝜂)𝐼(0 < 𝐶𝐹 < 𝛿)(
𝐶𝑈 + 𝐶𝐹 )
𝜎 + 𝑏𝐻𝐽
𝐻𝑈2
𝑎𝐻𝑈1
𝐻𝑈 𝜂(𝜎 + 𝑁𝐽 𝐻𝐽 )
+ 𝐼(
< 𝜂)𝐼(𝐶𝐹 > 𝛿) 2
𝐶𝑈
𝜎 + 𝑏𝐻𝐽
𝐻𝑈1
𝐻𝑈1
+ 𝐼(𝑎 == 0)𝐶𝑀 ]
+ 𝑏𝐶𝐽

(5)
𝑢𝐽 (𝑎, 𝑏) = −𝑢𝑈 (𝑎, 𝑏)

(6)

where 𝐶𝑈 (or 𝐶𝐽 ) is the cost of unit power of 𝑈 (or 𝐽). 𝐶𝐹
is the flying cost of 𝑈 while 𝐶𝑀 is the loss of the task if 𝑈
does not transmit any signal. 𝜂 is a threshold of SINR used to
assess the wireless channel quality. 𝛿 is a threshold of flying
cost used to decide whether flying toward to 𝐺𝑆 or not. 𝐼(⋅)
is an indication function, if the event is true, then 𝐼(⋅) = 1
and 𝐼(⋅) = 0 otherwise. 𝐻𝑈 (or 𝐻𝐽 ) is the wireless channel
power gain of 𝑈 (or 𝐽), considering both the large and small
scale channel fading characteristics. Note that in the first item
of (5), the value of 𝐻𝑈 depends on the transmitting location

of 𝑈 . If 𝑈 transmits at location 𝐿1 (or 𝐿2 ), then 𝐻𝑈 = 𝐻𝑈1
(or 𝐻𝑈 = 𝐻𝑈2 ).
Mixed strategy is used in 𝔾, and the probability of choosing
its strategy 𝑥 (or 𝑦) is defined as p = [𝑝𝑎 ]0≤𝑎≤𝑁𝑈 (or q =
[𝑞𝑏 ]0≤𝑏≤𝑁𝐽 ). Hence, the expected utility of 𝑈 (or 𝐽) is denoted
as
∑

𝑇
𝑢𝐸𝑈
(p, q) =
𝑈

∑

𝑝𝑎 𝑞𝑏 𝑢𝑈 (𝑎, 𝑏).

0≤𝑎≤𝑁𝑈 0≤𝑏≤𝑁𝐽
𝑇
𝑢𝐸𝑈
(p, q)
𝐽

∑

=

∑

𝑝𝑎 𝑞𝑏 𝑢𝐽 (𝑎, 𝑏).

0≤𝑎≤𝑁𝑈 0≤𝑏≤𝑁𝐽

(7)

(8)

(9a)
(9b)
(9c)
(9d)
given

∑

𝑢𝑈 (𝑎, 𝑏)q∗𝑏 = 𝜆𝑈 [1, ..., 1]𝑇 , 0 ≤ 𝑎 ≤ 𝑁𝑈(10a)

0≤𝑏≤𝑁𝐽

∑

𝑢𝐽 (𝑎, 𝑏)p∗𝑎 = 𝜆𝐽 [1, ..., 1]𝑇 , 0 ≤ 𝑏 ≤ 𝑁𝐽 (10b)

0≤𝑎≤𝑁𝑈

∑
∑



𝑝𝑎 = 1,
𝑞𝑏 = 1
(10c)
𝑠.𝑡.




0≤𝑎≤𝑁𝑈
0≤𝑏≤𝑁𝐽

⎩
p ર 0, q ર 0.
(10d)
where 𝜆𝑈 and 𝜆𝐽 are Lagrange multipliers as long as there is
a solution. While [1, ..., 1]𝑇 is a column vector with ((𝑁𝑈 +
1) ∗ (𝑁𝐽 + 1))-row.
Proof: Following (7) and (9a), the Lagrangian of 𝐿𝑈 is
given by
𝑇
𝐿𝑈 (p, 𝜆𝑈 , 𝜇) = 𝑢𝐸𝑈
(p, q∗ ) − 𝜆𝑈 (
𝑈

+

∑

∑

𝑝𝑎 − 1)

0≤𝑎≤𝑁𝑈

𝜇 𝑎 𝑝𝑎 .

(11)

0≤𝑎≤𝑁𝑈

where the Lagrange multipliers 𝜆𝑈 and 𝜇, satisfying KarushKuhn-Tucker (KTT) conditions, are defined by
⎧
∂𝐿𝑈 (p, 𝜆𝑈 , 𝜇)


=0



∂𝑝𝑎
⎨
𝑝𝑎 ≥ 0, 𝜇𝑎 ≥ 0, 𝜇𝑎 𝑝𝑎 = 0,

∑



𝑝𝑎 − 1 = 0.

⎩
0≤𝑎≤𝑁𝑈

0 ≤ 𝑎 ≤ 𝑁𝑈






⎩

∑

𝑢𝑈 (𝑎, 𝑏)q∗𝑏 − 𝜆𝑈 = 0,

0 ≤ 𝑎 ≤ 𝑁𝑈

0≤𝑏≤𝑁𝐽

∑

𝑝𝑎 = 1

(13)

0≤𝑎≤𝑁𝑈

𝜆𝑈 ≥ 0

Corollary 1: If 𝑁𝑈 = 𝑁𝐽 = 1, a unique NE of the static
game 𝔾, which is given by
⎧

∗
∗

⎨ 𝑞 0 = 𝑝0 =

𝑢𝑈 (1, 1) − 𝑢𝑈 (0, 1)
(14a)
𝑢𝑈 (1, 1) − 𝑢𝑈 (0, 1) + 𝑢𝑈 (0, 0) − 𝑢𝑈 (1, 0)

𝑢𝑈 (0, 0) − 𝑢𝑈 (1, 0)

⎩ 𝑞1∗ = 𝑝∗1 =
(14b)
𝑢𝑈 (1, 1) − 𝑢𝑈 (0, 1) + 𝑢𝑈 (0, 0) − 𝑢𝑈 (1, 0)
with conditions 𝐼1 : 𝑢𝑈 (0, 0)𝑢𝑈 (1, 1) ∕= 𝑢𝑈 (1, 0)𝑢𝑈 (0, 1),
∕=
𝑢𝐽 (1, 0)𝑢𝐽 (0, 1) and 𝐼2
:
𝑢𝐽 (0, 0)𝑢𝐽 (1, 1)
𝑢𝑈 (1,1)−𝑢𝑈 (0,1)
𝑢𝑈 (0,0)−𝑢𝑈 (1,0)
≥
0
or
≥
0.
𝑢𝑈 (0,0)−𝑢𝑈 (1,0)
𝑢𝑈 (1,1)−𝑢𝑈 (0,1)
Proof: If 𝑁𝑈 = 𝑁𝐽 = 1, by (13) we can get
][ ∗ ] [
]
[
𝑞0
𝜆𝑈
𝑢𝑈 (0, 0) 𝑢𝑈 (0, 1)
=
(15)
𝑞1∗
𝜆𝑈
𝑢𝑈 (1, 0) 𝑢𝑈 (1, 1)
Since 𝑞1∗ = 1 − 𝑞0∗ , we obtain

by
⎧









⎨

⎧





⎨

Thus, q∗𝑏 is obtained. Similarly, p∗𝑎 can be derived as (10b).

B. Nash equilibrium
The Nash equilibrium (NE) of 𝔾 can be given by (p∗ , q∗ ),
indicating the best response strategy of each player as long
as the opponent follows this NE. Hence, the NE of 𝔾 can be
given by
⎧ ∗
p = argmax 𝑢𝑈 (p, q∗ )


p



∗

=
argmax
𝑢𝐽 (p∗ , q)
q
⎨
q
∑
∑

𝑝
=
1,
𝑞𝑏 = 1
𝑠.𝑡.

𝑎



0≤𝑎≤𝑁𝑈
0≤𝑏≤𝑁𝐽

⎩
p ર 0, q ર 0.
Theorem 1: An NE of the static jamming game 𝔾 is

Based on (7) and (11), applying the above complementary
slackness KKT condition (12), we can get

(12)

𝑞0∗
𝑢𝑈 (1, 1) − 𝑢𝑈 (0, 1)
.
=
∗
1 − 𝑞0
𝑢𝑈 (0, 0) − 𝑢𝑈 (1, 0)

(16)

Thus, 𝑞0∗ is derived as (14a), then (14b) can also be
computed via 𝑞1∗ = 1 − 𝑞0∗ . Similarly, 𝑝∗0 and 𝑝∗1 are obtained
as (14a) and (14b). In a single time slot, once the channel
power gain 𝐻𝑈1 , 𝐻𝑈2 and 𝐻𝐽 are fixed, then there are five
cases, i.e.,
𝐻𝑈
𝐻𝑈
∙ 0 < 𝜂 ≤ 𝜎+𝐻1 < 𝜎 1
𝐽
𝐻 𝑈1
𝐻𝑈
∙ 0 < 𝜎+𝐻 < 𝜂 ≤ 𝜎 1 , 𝐶𝐹 > 𝛿
𝐽
𝐻𝑈
𝐻𝑈
∙ 0 < 𝜎+𝐻1 < 𝜂 ≤ 𝜎 1 , 0 < 𝐶𝐹 < 𝛿
𝐽
𝐻𝑈
𝐻𝑈
∙ 0 < 𝜎+𝐻1 < 𝜎 1 < 𝜂, 𝐶𝐹 > 𝛿
𝐽
𝐻𝑈
𝐻𝑈
∙ 0 < 𝜎+𝐻1 < 𝜎 1 < 𝜂, 0 < 𝐶𝐹 < 𝛿
𝐽
In each case, the values of 𝑞0∗ (or 𝑝∗0 ) and 𝑞1∗ (or 𝑝∗1 ) are
various due to different transmitting location choices of 𝑈 .
Next, we prove the uniqueness of 𝑞1∗ and 𝑞0∗ . If there is
another different solution (𝑞1′ )∗ and (𝑞0′ )∗ , we will get
𝑢𝑈 (0, 0)(𝑞0∗ − (𝑞0′ )∗ ) + 𝑢𝑈 (0, 1)(𝑞1∗ − (𝑞1′ )∗ ) = 0

𝑢𝑈 (1, 0)(𝑞0∗ − (𝑞0′ )∗ ) + 𝑢𝑈 (1, 1)(𝑞1∗ − (𝑞1′ )∗ ) = 0.

(17)

Since 𝑞0∗ ∕= (𝑞0′ )∗ and 𝑞1∗ ∕= (𝑞1′ )∗ , then we can get
𝑢𝑈 (0, 0) = 𝑢𝑈 (0, 1) = 𝑢𝑈 (1, 0) = 𝑢𝑈 (1, 1) = 0. Furthermore, 𝑢𝑈 (0, 0)𝑢𝑈 (1, 1) = 𝑢𝑈 (1, 0)𝑢𝑈 (0, 1) = 0, which is
contradictory with condition 𝐼1 . Hence, (14a) and (14b) are
unique. Similarly, the uniqueness of 𝑝∗0 and 𝑝∗1 can be proved.

V. L EARNING -BASED A NTI - JAMMING P OWER C ONTROL
In this section, the static jamming game is extended to
a Stackelberg dynamic game 𝔾′ , including two players: a
leader (i.e., a foresighted UAV 𝑈 ) and a follower (i.e., a
myopic jammer 𝐽). Taking the variation of link distance and
consequent fading channels into account, pure strategies of
𝑈 and 𝐽 are the power selections at different time slots. We
propose a practical Q-learning based method for obtaining the
optimal power control strategy in 𝔾′ .
At a single time slot 𝑘, as a leader in this game, the
foresighted 𝑈 first chooses its action, focusing on both instan(𝑘)
taneous utility 𝑢𝑈 as given in (18) and its future long-term
reward. Then after observing 𝑈 ’s action 𝑎(𝑘) , as a follower,
the myopic jammer 𝐽 chooses its action 𝑏(𝑘) , just aiming to
maximize its instantaneous utility at time slot 𝑘 as defined in
(19).
The action of 𝑈 is selected based on the system state
(𝑘−1)
(𝑘−1)
, 𝐻𝐽
],
at time slot 𝑘 denoted by 𝑠(𝑘) = [𝑏(𝑘−1) , 𝐻𝑈
(𝑘−1)
, and the wireless
indicating the 𝐽’s power choice of 𝑏
(𝑘−1)
(𝑘−1)
(𝑘−1)
channels power gains 𝐻𝑈
= (𝐻𝑈 )𝐿
(𝐻𝑈 )𝑆
as
(𝑘−1)
(𝑘−1)
(𝑘−1)
= (𝐻𝐽 )𝐿
(𝐻𝐽 )𝑆
. The value of 𝐻𝑈
well as 𝐻𝐽
can be either 𝐻𝑈1 or 𝐻𝑈2 . At different time slots, 𝐷𝑈
changes significantly, then the corresponding 𝐻𝑈 and received
signal power of 𝐺𝑆 will vary greatly, making them difficult
to be accurately determined and the optimal power strategy
intractability to be obtained. Therefore, it is challenging to
derive a closed-form expression for the optimal transmitting
power strategy.
(𝑘)

𝑢𝑈 (𝑎(𝑘) , 𝑏(𝑘) )
(𝑘)

=

𝑎(𝑘) 𝐻𝑈

(𝑘)

𝜎 + 𝑏(𝑘) 𝐻𝐽

(𝑘)

− [𝐼(
+ 𝐼(

𝑎(𝑘) 𝐻𝑈1

(𝑘)

𝜎 + 𝑏(𝑘) 𝐻𝐽

(𝑘)
𝑎 𝐻 𝑈1
(𝑘)
+ 𝑏(𝑘) 𝐻𝐽
(𝑘)
𝑎(𝑘) 𝐻𝑈1
(𝑘)
+ 𝑏(𝑘) 𝐻𝐽
(𝑘)

𝜎

+ 𝐼(

𝜎
+ 𝐼(𝑎 == 0)𝐶𝑀 ]

≥ 𝜂)𝑢1
< 𝜂)𝐼(0 < 𝐶𝐹 < 𝛿)𝑢2

(18)

< 𝜂)𝐼(𝐶𝐹 > 𝛿)𝑢3

+ 𝑏(𝑘) 𝐶𝐽
(𝑘)

(𝑘)

𝑢𝐽 (𝑎(𝑘) , 𝑏(𝑘) ) = −𝑢𝑈 (𝑎(𝑘) , 𝑏(𝑘) ).
where 𝑢1 =
𝑢3 =

(𝑘)

𝐻𝑈

2
(𝑘)

𝐻𝑈

1

(

(𝑘)

𝜂(𝜎+𝑁𝐽 𝐻𝐽 )

(𝑘)
𝐻𝑈
1
(𝑘)
𝜂(𝜎+𝑁𝐽 𝐻𝐽 )
(𝑘)
𝐻𝑈
1

𝐶𝑈 , 𝑢 2 =

(𝑘)

𝜂(𝜎+𝑁𝐽 𝐻𝐽 )
(𝑘)
𝐻𝑈
2

(19)
𝐶𝑈 + 𝐶𝐹 ,

𝐶𝑈 ).

Q-learning is a model-free value iteration algorithm, which
is useful when a system model is hard to construct, hence, we
will employ it to find out the optimal strategy for maximizing
𝑈 ’s long-term utility. We employ a Q-learning based algorithm

with a learning rate 𝛽, which is described in Algorithm 1. At
time slot 𝑘, 𝑄(𝑠(𝑘) , 𝑎(𝑘) ) denotes the Q-function when the
(𝑘−1)
(𝑘−1)
system state is 𝑠(𝑘) = [𝑏(𝑘−1) , 𝐻𝑈
, 𝐻𝐽
] and the action
(𝑘)
of 𝑈 is 𝑎 . Besides, the highest value of the system state is
denoted as 𝑉 (𝑠(𝑘) ). 𝑈 updates its Q-function as follows,
𝑄(s(𝑘) , 𝑎(𝑘) ) ← (1 − 𝛽)𝑄(s(𝑘) , 𝑎(𝑘) )+
(𝑘)

𝛽[𝑢𝑈 + 𝛾𝑉 (s(𝑘+1) )].
𝑉 (s(𝑘) ) = max 𝑄(s(𝑘) , 𝑎).
𝑎∈𝒜

(20)

(21)

With respect to the choice of transmission power of 𝑈 at
time slot 𝑘, for obtaining the locally optional power control
strategy, it is assumed that it follows a 𝜖-greedy policy, whose
probability distribution is as the following,

𝑃 𝑟(𝑎(𝑘)

⎧
∗
𝑄(s(𝑘) , 𝑎)
⎨ 1 − 𝜖, 𝑎 = argmax
𝑎∈𝒜
(22)
= 𝑎∗ ) =
⎩ 𝜖 , 𝑜.𝑤.
𝑁𝑈

Algorithm 1 Q-learning based power control scheme
1: Initialize 𝛽 = 0.8, 𝛾 = 0.75, 𝜖 = 0.1, 𝑏0 = 0, (𝐻𝑈 )0 = 0,
(𝐻𝐽 )0 = 0, 𝑄(𝑠0 , 𝑎0 ) = 0.
2: for k=1,2,... do
3:
Update the system state
(𝑘−1)
(𝑘−1)
𝑠(𝑘) = [𝑏(𝑘−1) , 𝐻𝑈
, 𝐻𝐽
];
(𝑘)
4:
Choose 𝑎 according to 𝜖-greedy;
(𝑘−1)
(𝑘−1)
5:
Observe 𝑏(𝑘) , 𝐻𝑈
, 𝐻𝐽
and obtain instantaneous
(𝑘)
utility 𝑢𝑈 (𝑎(𝑘) , 𝑏(𝑘) );
6:
Update 𝑄(s(𝑘) , 𝑎(𝑘) ) via (20);
7:
Update 𝑉 (s(𝑘) ) via (21);
8: end for
VI. N UMERICAL S IMULATION R ESULTS
Numerical simulations are utilized to evaluate the performance of derived NE in the static game 𝔾 and the optimal
anti-jamming strategy in the dynamic game 𝔾′ . First, paying
attention to the influence of chosen SINR threshold 𝜂 and
flying cost 𝐶𝐹 on the obtained NE, the performance of NE
is examined under different cases. Then, we also evaluate the
proposed Q-learning based anti-jamming strategy, compared
with a 𝜖-greedy benchmark strategy.
In the first numerical simulation, we set the channel parameters according to the C-band (5060MHz) Mountainous,
Telluride scenario in [13], 𝑎 = 𝑏 = 10 (dBW), 𝐷1 = 16,
𝐷2 = 6 (km), 𝐴0 = 119.7, 𝑛 = 1.7, 𝜎𝑋 = 2.8, 𝑑𝑚𝑖𝑛 = 3.4
(km), 𝐾𝑑𝑚𝑖𝑛 = 29.9, 𝑛𝑘 = −0.02, 𝜎𝑌 = 2.2, the flying
velocity of 𝑈 is 𝑣𝑈 = 80 (m/s), then the obtained Air-Ground
channel power gain 𝐻𝑈1 and 𝐻𝑈2 are normalized into the
range of [0, 1]. Besides, the transmitting cost of 𝑈 and 𝐽 are
set as two cases: 1) 𝐶𝑈 = 𝐶𝐽 = 0.6, 2) 𝐶𝑈 = 0.8, 𝐶𝐽 = 0.6.
As shown in Fig. 2(a), the average SINR of 𝑈 is examined
according to the chosen SINR threshold 𝜂. With the increase
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of 𝜂, the average SINR first increases and then decreases.
It indicates that the value of pre-defined SINR threshold is
critical for the average SINR of 𝑈 . Besides, an intermediate
value of 𝜂 is better for 𝑈 to get a larger SINR. In addition,
we investigate the performance of derived NE, focusing on
the relationship between the utility of 𝑈 (or 𝐽) and the flying
cost 𝐶𝐹 . As shown in Fig. 2(b), in a single time slot, when
𝐶𝑈 and 𝐶𝐽 are given, the utility of 𝑈 decreases as 𝐶𝐹 grows,
meanwhile the utility of 𝐽 gets improved. This phenomenon
indicates that if the location 𝐿2 is too far away from the
location 𝐿1 , then the flying cost is too high. Thus, transmitting
the signal at 𝐿1 may be wise for 𝑈 to obtain a larger utility.
In the second simulation, to get a proper performance, we
set the simulation parameters as the following, 𝛽 = 0.8,
𝛾 = 0.75, 𝜖 = 0.1, 𝑣𝑈 = 80, 𝐶𝑈 = 0.8, 𝐶𝐽 = 0.6,
𝐶𝐹 = 0.6, 𝜂 = 0.6, 𝛿 = 0.5 and the normalized values of
𝑎, 𝑏, 𝐻𝑈1 , 𝐻𝑈2 , 𝐻𝐽 ∈ [0, 1]. A 𝜖-greedy strategy is used as a
benchmark. In the 𝜖-greedy benchmark algorithm, based on
the jamming history of 𝐽, the anti-jamming power choice of
𝑈 is to maximize its instantaneous utility other than the longterm ones. Meanwhile, all the jamming power choice of 𝐽 are
chosen for maximize 𝐽’s immediate utility regarding the last
time slot system state.
As shown in Fig. 3(a), in the Q-learning based method, the
average SINR of 𝑈 converges to 0.76 after 1000 time slots.
Whereas in the 𝜖-greedy method, it is about 0.25. In Fig. 3(b),
we can get that the average utility of two methods are -0.68 and
-1.37, respectively. Hence, the performance of our proposed Qlearning based anti-jamming scheme is relatively better than
the 𝜖-greedy benchmark method.
VII. C ONCLUSION
In this work, we have proposed a static jamming game and a
Stackelberg dynamic game in UAV systems. In the static game,
the characteristics of the Air-Ground radio propagation, flying
cost and SINR threshold were specially considered. A closedform NE was derived and its uniqueness was also proved.
Static NE simulation results revealed that some intermediate
values of SINR threshold are better for the legitimate UAV.
Meanwhile, it is unwise to resort to improve the downlink
wireless channel via solely flying toward to the ground station
when the flying cost is relatively high. In the second game, we
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Fig. 3. Performance of the Stackelberg dynamic game 𝔾′ , with 𝛽 = 0.8,
𝛾 = 0.75, 𝜖 = 0.1, 𝑣𝑈 = 80, 𝐶𝑈 = 0.8, 𝐶𝐽 = 0.6, 𝐶𝐹 = 0.6, 𝜂 = 0.6,
𝛿 = 0.5.

employed a Q-learning algorithm to obtain an optimal strategy
in a situation that the system parameters are hard to determine.
The performance of Q-learning based power control scheme
was slightly improved, comparing with a classical 𝜖-greedy
benchmark method.
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