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Abstract—The security issue is one of the greatest challenges
in vehicular ad hoc networks (VANETs) attracting a great deal
of attention. Malicious onboard units (OBUs) can attack other
OBUs with various manners to obtain illegal gains, such as
jamming, eavesdropping spoofing and so on. To reduce the
potential attackers in the network, we propose an indirect
reciprocity security framework with a scalar reputation assigned
to each OBU to evaluate their dangerous level to the VANET. A
blockchain technique that uses consensus mechanism and encryption algorithms to protect information from being tampered is
applied for the transmitter to record the behaviors of other OBUs.
We also propose a reinforcement learning based action selection
strategy for an OBU in the VANET to choose a reliable relay OBU
or determine whether to follow the request of a source OBU or
not. A hotbooting technique is applied for the OBUs with prior
knowledge to accelerate the learning speed. Simulation results
show that the proposed action selection strategy can efficiently
increase the packet delivery ratio, the reputation and the utility
of the each OBU.
Index Terms—VANET, security, blockchain, reinforcement
learning, game theory.

I. I NTRODUCTION

V

EHICULAR ad hoc network (VANET) as an emerging
technology provides the efficient dissemination of information among onboard units (OBUs) and roadside units
(RSUs) using protocols such as IEEE 802.11p [1]. The periodic broadcast of information in the VANET such as collision
avoidance, road blocks and accident notification in rush hours,
plays a critical role in prevention of accident, mitigation traffic
jams and enhancement on-road experience [2]. Since OBUs
are rational and thus naturally selfish, they make any efforts
to maximize their benefit, including behaving unfaithfully.
For example, greedy OBU that wants to avoid congestion
might send the forged messages to convince its neighbors that
there is congestion ahead, thus the OBUs in its neighborhood
choose other routes and the greedy OBU can get an unimpeded
road. Besides, malicious OBUs may attack the network if
it can obtain an illegal gain exceeds the cost of performing
such an attack. Common attacks include jamming, spoofing,
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eavesdropping, sybil attacks and some other potential attack
manners [3].
The indirect reciprocity principle with a common social
norm and evolution method is a promising tool for improving
security, reducing potential attackers and guaranteeing efficient
communication in wireless networks [4]. Each node under the
indirect reciprocity principle in the networks takes action to
another node according to its reputation which indicating its
dangerous level. The main idea of the indirect reciprocity
principle is “I help you and someone else helps me” [5].
Monitoring nodes can detect what each node did in the pass
transmit process and upload this profile to the certificate
authority, which then updates the reputation of each node in
the network.
Attackers may tamper the reputation in the broadcast process and thus paralyze the indirect reciprocity mechanism. The
blockchain technique can be applied to avoid such a situation,
which distributed stores and broadcasts data across a peer-topeer network instead of a third-party intermediary. Each node
in a decentralized system has a copy of the blockchain that
consisting of the blocks recording the complete information
about the actions that every node takes in the past. Due
to the consensus mechanism and the dedicated encryption
methods, it is promising that the blocks cannot be faked and
modified retroactively. With the distributed, transparent and
secure nature, blockchain is potentially suitable for the records
management, and has been widely used in edge network [6],
smart grids [7], [8], access control systems [9] and cognitive
radio networks [10].
The action selection and process of the nodes in a VANET
that applies the indirect reciprocity principle can be view
as a Markov decision process (MDP) due to the long-term
evolution essence. More specifically, the action selection of
a node affects not only its current utility but also its future
expected utility. For instance, a node attacks the others may
obtain a considerable reward immediately but suffer a communication failure in the future as no one helps it. Therefore,
each node can apply reinforcement learning (RL) techniques
such as Q-learning to achieve the optimal strategy via trialsand-errors. In this scheme, the actions are chose according
to the current state that consists of the reputation of the
VANET, the location of each OBU and the role the OBU

plays in a transmission process based on a quality function
or Q function for each state-action pair. Updated according
to the iterative Bellman equation, the Q function provides
the expected discounted long-term reward of the VANET.
An OBU leaves a VANET may re-enter another one after
some time. Therefore, a hotbooting technique is provided for
improving the adaptation capability of the OBUs with prior
knowledge, which utilizes the experience to initialize the Q
function at the beginning.
The contributions of this paper can be summarized as
follows:
•

•

•

We propose an indirect reciprocity based security framework to guide the behavior of the OBUs in the
VANET and reduce the potential attackers and apply the
blockchain technique to protect the reputation from being
tampered.
We propose a Q-learning based action selection strategy
in the indirect reciprocity game to achieve the optimal
action without the knowledge of the channel model.
A hotbooting technique is applied for the OBUs that reenter a VANET to accelerate the learning speed.

The rest of this paper is organized as follows: We first
review the related works in Section II. We present the system
model in Section III and then design an indirect reciprocity
framework with blockchain in Section IV. We propose a Qlearning based action selection strategy for OBUs in VANET
and further apply the hotbooting technique to accelerate the
learning speed in Section V. The simulation results are provided in Section VI. Finally, we make a conclusion in Section
VII.
II. R ELATED WORKS
Numerous works have been done to deal with the security
issues in the VANETs [11]. For example, a classification
of current existing security issues and the possible cryptographic solutions are proposed in [3]. The hideaway strategy
as proposed in [12] keeps the legitimate OBU silent if a
jamming attack is detected based on the packet transmission
ratio to improve the resistance against jamming. The location
verification system as proposed in [13] takes the claimed
location and raw observations across the receiving BS antennas
to authenticate a location spoofing attack. The medium access
control based method as proposed in [14] provides a real-time
attack detection for safety application with low probability of
false alarms.
The indirect reciprocity principle has been applied for the
wireless network to facilitate cooperation between nodes and
improve communication efficiency. The security system as
proposed in [15] applies the indirect reciprocity to combat
attacks in wireless networks and motivates the nodes to help
each other. The indirect reciprocity based data sharing incentive scheme as proposed in [16] analyzes the uniqueness and
stationary of the reputation distribution of the optimal action,
showing that it will lead to a secure network. The indirect
reciprocity based packet forwarding framework is developed

Fig. 1: Illustration of a transmission process in VANET.
in [17] to enforce cooperation of nodes in both structured and
unstructured mobile ad hoc networks.
Reinforcement learning techniques have been widely applied to improve security in wireless networks For example,
the channel selection based on Q-learning can improve the
resistance against jamming [18], and the channel accessing
with Q-jamming [19] can resist smart jamming in hostile
environment. A two-dimension anti-jamming communication
system as proposed in [20] applies both frequency hopping and
user mobility with deep Q-learning to increase the signal-tointerference-plus-noise ratio of legitimate nodes and accelerate
the learning speed to obtain the optimal anti-jamming strategy.
The physical layer authentication method with reinforcement
learning as proposed in [21] exploits the radio channel information to detected spoofing attacks in wireless networks.
III. S YSTEM M ODEL
A. Network Model
To illustrate the system model clearly, we use a simple
example network which is consisting of a RSU and N OBUs
on the highway environment as shown in Fig. 1. OBU is the
microwave device equipped on the vehicle for communication
with other vehicles or the RSU which uploads messages
such as the traffic accident alert or application data for the
OBUs to the server. The OBUs transmit signals based the
dedicated short range communications protocol that can offer
a reliable communication within tens of meters and applies the
carrier sense multiple access technique to avoid collisions. Let
U = {Un }0≤n≤N be the node set of the VANET, in which
each OBU is denoted by Un with an unique ID 1 ≤ n ≤ N
and the RSU is accordingly denoted by U0 .
Communication requests arrive at each individual OBU
following a Poisson process with an identical parameter ρ.
(k)
At the k-th transmission process, let Ut , 1 ≤ t ≤ N be the
source OBU that needs to upload messages. The superscript k
is omitted if no confusion occurs. Ut first attempts to transmit
the messages to the RSU directly. If communication between
the source node and the RSU is unavailable due to the distance,
the source node Ut can request another OBU, denoted to relay
the messages for it. An indicator ξn ∈ {0, 1, 2} is used to
represent what role Un plays in the network, with ξn = 0
means Un is the source node, ξn = 1 means Un is selected
as a relay node and ξn = 2, otherwise.

Assuming that each OBU is self-interested, the selected
relay OBU can determine to follow or refuse the relay request
from Ut . For simplicity, we assume that the messages can be
delivered to the RSU in one-hop if no attack happens, but it
can be furthur extended to multi-hop scenerios by iteratively
considering the selected relay OBU as a source OBU that
continues selecting the successive relay OBU.
B. Attack Model
The other OBUs in the VANET beyond the source node may
attack the legal communication via various manners to gain
illegal rewards. In this paper, we consider that a malicious
OBU is capable to launch three kinds of attack, including
eavesdropping, jamming and spoofing. Specifically, an OBU
can steal the privacy of Ut by eavesdropping the signal or
blocks the legal communication by transmitting noisy signals
at a jamming power denoted by PJ to the receiver, i.e., the
selected relay OBU or the RSU. The non-relay OBUs can
spoofing the source node by pretending that it is the relay
node. In another case, the OBU that is selected as a relay
OBU may be exactly the attacker that launches the spoofing
attack by cheating the source node with faked responses. The
actions of the OBUs, including the legal and illegal ones, are
labelled with an action ID x, 1 ≤ x ≤ 5, and evaluated with
different dangerous level l, 0 ≤ l ≤ 4 which are summarized
in Table I. The action with higher dangerous level is more
harmful to the network. By taking an action with ID xn , node
Un , 1 ≤ n 6= t ≤ N , obtains a corresponding instant payoff
$(xn ) which is the difference between the cost of the action
and the gain.
Extensive work on detecting the attack manners and the
attackers has been done in the literature [22]. In this paper,
we mainly focus on restricting the attackers and encouraging
each OBU to behave itself with a reputation mechanism that
is specified in the next section.
Action ID
1
2
3
4
5

Manner
Jamming
Spoofing
Eavesdropping
Disobey the request
Follow the request

Dangerous Level
4
3
2
1
0

TABLE I: Dangerous levels of different actions.
C. Channel Model
OBUs can communicate with its neighbors by periodical
beacon messages and obtain channel state information such as
the channel gain between any two node in the VANET, denoted
by hm,n , 0 ≤ m 6= n ≤ N , which varies over time. In this
paper, we refer to the two-ray path loss model proposed in [23]
that is widely-used at the highway scenario which involves the
wavelength λ, the distance dm,n and the heights cm and cn of
Um and Un , respectively, and accordingly evaluate the channel
gain as following:

λ/4πdm,n , dm,n ≤ 4πcm cn /λ,
hm,n =
(1)
cm cn /d2m,n , dm,n > 4πcm cn /λ.

The jammers can deteriorate the communication quality between any two nodes in the VANET. Let Uj ⊆ U be the
set of the jammers. The signal to interference plus noise
ration (SINR) of the signal
from Um to Un is given
 transmit
P
by %m,n = PT hm,n / 1 + Uj ∈Uj PJ hj,n + σn , where
σn is the noise which follows a Gaussian distribution, i.e,
σn ∼ N (0, δn ). We assume that Um can establish a stable
communication link with another node Un if the channel gain
between them is larger than a given threshold τ , i.e., %m,n > τ .
For ease of reference, the common used symbols and
notations are summarized in Table II
N
U
Un
Ut
ξn
yn
Y
dm,n
x
l
$(x)
λ
PT /J
hm,n
σn
%m,n
cn
Z (k)
D(k)
T (k)
s(k)
α
γ

The number of OBUs in the VANET
The set of all nodes in the VANET
A node (an OBU or a RSU) with ID n
The source node
Relay indicator of node n
Scalar reputation value of node n
Maximal reputation value
Distance between node Um and Un
Action ID
Dangerous level of different attack manner
Attack reward corresponding to action x
Wavelength of the transmit signal
Transmit/Jaming power
Channel gain between node Um and Un
Noise received by Un
SINR of the signal from node Um to Un
Height of node Un
Block of the k-th transmit process
Root of the Merkel tree
Time stamp
System state at the k-th transmission process
Learning rate
Discount factor

TABLE II: Summary of symbols and notations

IV. I NDIRECT R ECIPROCITY BASED S ECURITY
F RAMEWORK WITH B LOCKCHAIN
A. Reputation Mechanism
We design a security framework that applies the reputation
mechanism based on the indirect reciprocity principle and the
blockchain technique to reduce the potential attackers in a
VANET. The reputation of Un is denoted by yn with 0 ≤
yn ≤ Y , where Y is the highest scalar reputation. The OBU
with higher reputation is more likely to be selected as a relay
OBU and its relay request is more likely to be accepted by
the selected relay OBU. On the contrary, the OBU with lower
reputation is viewed as more dangerous. The RSU maintains
a highest reputation y0 = Y throughout as it never influences
the network service. The reputation of Un is updated based on
a designed social norm Ω = [ω(x, yt )], in which ω(x, yt ) is
the instant scalar reputation assigned to Un if it takes action
x to the source node Ut with a reputation yt .
Intuitively, the social norm should obeys the following
principles: The nodes that helps a source node with high
reputation or disobey the request of a source node with low
reputation should be assigned with a high reputation. On the

other hand, the nodes that attacks source node should be
punished and assigned with a low reputation according to the
dangerous level of the action, regardless of the reputation of
source node. Therefore, we build the social norm as


1
1
...
1
1
2
2
...
2
2


3
3
.
.
.
3
3
(2)
Ω=
.

Y Y − 1 . . .
2
1
1
2
... Y − 1 Y
Based on the social norm, the reputation of Un at the k-th
(k)
(k−1)
transmission process is updated by yn = (1 − η)yn
+
(k) (k)
ηω(xn , yt ). A forget factor η is used to weight how much
the one-time action affects the reputation of a node.
B. Blockchain Based Security Framework
In the blockchain based security framework, the source
OBU creates a new block Z (k) that records the actions of
its neighboring OBUs including the selected relay OBU at the
end of the k-th transmission process. The block header consists
of hash value of the previous block Z (k−1) , the time stamp
T (k) , a nonce N (k) and the root of a Merkel tree. The leaves
of the Merkel tree are the hash values of the previous blocks.
By repeatedly calculating the hash values of the child nodes
to obtain the values of the parent nodes, we can construct
a binary Merkel tree with a root denoted by D(k) which is
unique for a given blockchain according to the property of
the hash functions such as the SHA-256 algorithm. The block
body compresses the verified data in the form of a hashed
Merkle tree with its root included in the header.
Once a new block is created, the source OBU broadcasts it
to the other OBUs so that each OBU is aware of what others
did in the last transmission process and locally updates the
reputation of each OBU according to the common social norm.
The information related to this transmission process included
in the block can be verified by all OBUs locally. If verified by
a majority of OBUs in the VANET, the block will be linked
to the previous blocks and thus forming a chain. The block
that contains the message inconsistent with the reality cannot
obtain the certification from the OBU and is abandoned by
the system. Based on the blockchain based security system,
the OBU has the access permission to inquire the previous
transmission related message of all OBUs that cannot be faked
and modified.
V. Q L EARNING BASED ACTION S ELECTION S TRATEGY
The indirect reciprocity process in the VANET can be
viewed as an MDP. More specifically, a node that helps the
source node suffers a cost due to the energy consumption. But
the other nodes is more willing to help it if it needs a relay, as
its reputation increases. Thus each node can benefit from its
current meritorious behavior in the future. Besides, the relay
selection of the source node also affects the reputations of the
other nodes in the network. Consequently, we can apply the
RL techniques to derive the optimal action selection for each
OBU in the VANET [24].

In the k-th transmission process, Un is aware of the scalar
(k)
reputation vector y(k) = [yn ]1≤n≤N which is distributed
stored at every OBU in a blockchain system. Besides, through
the ranging radars or the global position system, Un is able
to obtain the locations and velocities of other nodes denoted
(k)
(k)
by p(k) = [pn ]1≤n≤N and v(k) = [vn ]1≤n≤N , respectively.
Including its role, the reputations and the positions and velocities of all OBUs in the network, Un formulates a environment
(k)
(k) (k)
(k) (k)
state denoted
 by sn  = [ξn , y , p , v ].
(k)

Let Qn ϕn , xn denote the estimated Q-value, i.e., the
long-term accumulate discount utility of Un taking action xn .
A ε-greedy policy is applied for action selection to balance
the exploitation and exploration based on the Q-value in
the learning process. Specifically, the probability of selecting
action xn is given by
(
Pr(xn =

x0n )

=


1 − ε, x0n = arg maxx0n ∈Aξn Qn s(k) , x0n
ε
|Aξn |−1 , o.w.
(3)

where Aξn is the action set of Un corresponding to the role
indicator ξn . Specifically, the action set of a source node is the
node set expect itself, i.e., A0 = U \{Un }. Besides, according
to action ID in Table I, the action set of the relay and nonrelay node are A1 = {2, 3, 4, 5} and A2 = {1, 2, 3, 4, 5},
respectively. The source node detects the behaviors of other
nodes in the VANET, formulates a new block Z (k) and
broadcasts it to the other nodes in the VANET, so that every
node updates the reputation of the nodes in the VANET locally
according to the common social norm, including the reputation
of itself. The utility of each node in current transmission
process is consisting of its reputation gain and the payoff of
its action. Let µ denote the relative weight of the reputation
(k)
(k)
(k)
gain, we formulate the utility by un = µyn + $(xn ).
At each transmission process, each node can update the Qvalue based on the utility according to the Bellman Equation
[24] given by




(k)
(k)
Qn s(k) , x(k)
←
(1
−
α)Q
s
,
x
n
n
n



(k+1)
+ α u(k)
+
γ
max
Q
s
,
x
,
n
n
n
xn ∈Aξn

(4)

where the learning rate α ∈ (0, 1] weights the current experience and the discount factor γ ∈ [0, 1] represents the weight of
the future utility. The OBUs perform more greedy for current
utility with lower γ. The Q-values are initialized with random
values or zeros generally. For the re-enter OBUs that has
ever connected to the a VANET under the indirect reciprocity
principle, a hotbooting technique can be applied to utilized
the prior knowledge to initialize the Q-values to accelerate
the learning speed. With the experience including the required
environment state, action and utility in the past time, the OBUs
re-enter the VANET can first iteratively updated the initial Qvalue via Eq. (4).
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