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Abstract—Most physical-layer authentication techniques use
hypothesis tests to compare the radio channel information with
the channel record of Alice to detect spoofer Eve in wireless
networks. However, the test threshold in the hypothesis test is
not always available, especially in dynamic networks. In this
paper, we propose a physical-layer authentication scheme based
on extreme learning machine that exploit multi-dimensional
characters of radio channels and use the training data generated
from the spooﬁng model to improve the spooﬁng detection
accuracy. Simulation results show that our proposed technique
can signiﬁcantly improve the authentication accuracy compared
with the state-of-the-art method.
Index Terms—Physical layer authentication, Wireless security,
Extreme learning machine.

I. I NTRODUCTION
HYSICAL layer authentication (PLA) exploits the
physical-layer properties of wireless channels, such as
received signal strength (RSS) and channel impulse response
(CIR) to detect spooﬁng attacks in wireless communication
[1]–[3].
Consider the Alice-Bob-Eve model (i.e., a legitimate receiver Bob, legitimate transmitter Alice, and illegitimate potential
transmitter Eve that impersonates another node with a fake
MAC address), the problem of PLA can be formulated as
binary hypothesis testing [4], [5]: Suppose Bob receives two
messages at times indexed by k and k + 1. The ﬁrst message,
at time k, has been conﬁrmed that it was indeed sent by Alice,
and Bob seeks to determine whether the second message, at
time k + 1, still belongs to Alice, i.e.,

P

1) H0 : H(k + 1) = HE (k + 1),
2) H1 : H(k + 1) = HA (k + 1),
where HA and HE denote Alice’s and Eve’s channel information received by Bob, respectively. The null hypothesis H0
represents that the real transmitter, at times k+1, is Eve, while
the alternative hypothesis H1 indicates that the message, at
times k + 1, is indeed sent by Alice.
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Past approaches have explicitly utilized a threshold segmentation method to distinguish whether the channel characteristics of current transmissions is the same as that of the previous
one [4]–[7]. In these techniques, based on the NeymanPearson theory, a suitable threshold is selected to achieve
the detection in the hypothesis test in which the performance
of the detection depends on this threshold. Particularly, [4]
presented a dynamic threshold selection scheme that uses
reinforcement learning techniques and games theory to obtain
the optimal test threshold for dynamic wireless networks.
However, even when the most optimal threshold is selected, the
detection performance of these thresholding methods is still
limited, especially when the correlation of legitimate channels
is low, where the measurement performance of H1 is easily
intertwined with that of H0 . This makes them unsuitable for
some speciﬁc occasions, such as high-speed mobile, where
the channel correlation coefﬁcient of two successive legitimate
channels may be small.
Without requiring a threshold, a classiﬁcation algorithm
based on machine learning can consider multiple features
to achieve a remarkable detection performance. Particularly, extreme machine learning (ELM), a feedforward neural
network for classiﬁcation or regression, can offer signiﬁcant
advantages such as fast learning speed, ease of implementation
and minimal human intervention [8]. Because the hidden
nodes in ELM can be randomly generated and weight of the
output solved by a least square solution, a unique optimal
solution can be obtained with minimal human intervention. In
contrast to multiple-layer neural networks or deep networks,
the calculation in ELM does not need iteration. Hence, the
training and calculation time is greatly reduced. Therefore, due
to the simple structure and fast performance, ELM has strong
potential as a viable detection technique in a low-complexity
scenario.
In this paper, we apply ELM to investigate the PLA in which
a two-dimensional measure space is considered and pseudo
adversary model is used to generate the training data in terms
of a legitimate user message. Furthermore, the performance
of our proposed scheme is veriﬁed via simulations. The
contributions of this work lie in two aspects: (1) Utilizing
a machine-learning classiﬁcation algorithm to achieve PLA
is investigated. The advantages of multidimensional measure
are used to improve the detection performance; (2) A pseudo
adversary model is proposed to obtain the training data for the
ELM-based authentication, which can solve the problem of the
application of the supervised learning algorithm in practice.
The rest of this paper is organized as follows: Section II
details the proposed authentication scheme based on ELM,
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II. THE PROPOSED AUTHENTICATION SCHEME
A. Measure space
To enhance the distinguishable of the physical layer properties of wireless channels, a two-dimensional measure space
is established, which contains two different metrics. Suppose SA (k) and SΔ (k + 1) are sampling from HA (k) and
HΔ (k + 1), respectively, where Δ ∈ {A, E}. The Euclid
distance is employed as the ﬁrst metric:
2

D(SA (k), SΔ (k + 1)) = SA (k) − SΔ (k + 1) ,

(1)

where  ·  is the Frobenius norm, SA (k) denotes Alice’s
signal at time k and SΔ (k + 1) is the signal sent by Alice
or Eve at time k + 1. Next, the Pearson correlation coefﬁcient
is considered as the second metric, given by
R(SA (k), SΔ (k + 1)) =

P(
rP
(
n

SA i (k)−SA (k))(SΔi (k+1)−SΔ (k+1))

i=1

n

SA i (k)−SA (k))

2

rP

i=1

n

(SΔ i (k+1)−SΔ (k+1))

.

(2)

2
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and Section III shows the simulation results, followed by the
conclusion in Section IV.

) 6$ N  6$ N 



/HJLWLPDWH FDVH

) 6 $ N  6 (3 N  
3VHXGR DGYHUVDU\

,OOHJLWLPDWH FDVH

DUFWDQK U (3 o 





* W   
* W

(XFOLG GLVWDQFH

Fig. 1 Illustration of the performance of the pseudo adversary model,
legitimate case and illegitimate case in the measure space.

(P )

the statistical features of F (S(k), SE (k + 1)). According
(P )
to Deﬁnition 2, SA (k) = SA1 , ..., SAt and SE (k + 1) =
(P )
(P )
SE1 (k + 1), ..., SEt (k + 1) are with the same distribution
(P )
function, i.e., SA (k) and SE (k + 1) ∼ Nt (μ, σ 2 ) [5]. From
Deﬁnition 1, we know that F (S(k), S(k + 1)) includes two
metrics: Euclid distance and Pearson correlation coefﬁcient,
herein, each will be discussed, respectively. For the ﬁrst metric,
(P )
because SA (k) and SE (k + 1) are two independent normal
(P )
distributions, Zi = SAi (k) − SEi (k + 1) follows a bivariate
random normal distribution, i.e., Z ∼ Nt (0, 2σ 2 ). Thus, the
statistic, (i.e., Euclidean distance)

Ì

i=1

where SAi (k) and SΔi (k) are the values of each part, and
SA (k) and SΔ (k + 1) are the mean values respectively. Thus,
based on (1) and (2), the feature measure space can be
constructed as follows:
Deﬁnition 1: The feature measure space is deﬁned as a twodimensional characteristic space that contains Euclid distance
and Pearson correlation coefﬁcient, given by
F (SA (k), SΔ (k + 1)) = [D, R].

(3)

B. Pseudo Adversary Model
In practical terms, the acquisition of training data is the
foundation problem for a machine learning algorithm. For the
legitimate users, the training data of a legitimate communication is relatively easy to obtain, such as in [4], the training
data is acquired at the previous period. However, because the
attackers are unknown and unpredictable, it is difﬁcult for a
legitimate user to accurately obtain the attack training data.
To solve this problem, we present a pseudo adversary model
to help legitimate users acquire positive and negative training
data only based on its own communication data. The deﬁnition
of the pseudo adversary model is presented by Deﬁnition 2,
followed by Theorem 1 and Lemma 1. In addition, the pseudo
adversary model is shown in Fig.1.
Deﬁnition 2 (Pseudo adversary model): We deﬁne a random
(P )
sequence SE (k + 1) as the pseudo adversary model, which
has the same distribution, however, is uncorrelated with SA (k).
Theorem 1: Let a denote the channel correlation coefﬁcient
of two successive legitimate channels. When 0 < a < 1, the
(P )
feature of F (SA (k), SE (k+1)) can be determined by SA (k)
and distinguished from F (SA (k), SA (k + 1)). Only if a = 0,
(P )
we have F (SA (k), SE (k + 1)) = F (SA (k), SA (k + 1)).
(P )
Proof : First, we consider that F (SA (k), SE (k + 1)) can
be determined by SA (k). Here, SA (k) is used to derive

) 6 $ N  6( N  

(P )
QE

=
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(4)

is distributed according to the chi distribution with t degrees
of freedom, and the probability density function is
(P )
f (ZE ; t)

t

21− 2 Z t−1 e−
=
Γ( 2t )

Z2
2

,

(5)

where Γ(∗) is the Gamma function. Then, the expectation and
(P )
variance value of QE can be calculated, i.e.,
√
(P )
E(QE ) = 2 Γ((t+1)/2)
Γ(t/2) ,
(6)
(P )
(P )
var(QE ) = t − E(QE )2 .
(P )

For the second metric, because SA (k) and SE (k + 1) are
uncorrelated, we can consider that the true Pearson correlation
(P )
coefﬁcient ρE is equal to 0, and the sample Pearson cor(P )
(P )
relation coefﬁcient is RE1 , ..., REn , where n is the sample
(P )
number. Then, the distribution of RE can be written as [9]
(P ) 2

(1 − (RE ) )
(P )
f (RE ) =
B( 12 , t−2
2 )

t−4
2

,

(7)

where B(∗) is the beta function. In practice, the expectation
(P )
and variance value of RE can be described by
(P )

(P )

E(RE ) = arctanh(ρE ) → 0,
(P )

var(RE ) =

1
n−3 ,

(8)

where arctanh(∗) is the Fisher transformation.
As a result, according to (4)-(8), the statistical characteristic
(P )
of F (SA (k), SE (k + 1)) can be calculated based on SA (k).
(P )
Subsequently, the distinguishability of F (SA (k), SE (k +
1)) from F (SA (k), SA (k + 1)) is considered. We note that for
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the condition of identical distribution, the feature of the case of
two uncorrelated sequences is stable, which can be determined
according to (6) and (8). However, for the condition of two
related sequences, the statistical characteristic of the measure
space depends on the parameter a. Let QA and ρA denote the
Euclid distance and Pearson correlation coefﬁcient between
SA (k) and SA (k + 1), respectively. Obviously, if 0 < a < 1,
(P )
(P )
we have E(ρA ) > E(ρE ) (E(ρA ) → a while E(ρE ) →
√ Γ((t+1)/2)
(P )
0) and E(QA ) < E(QE ) (E(QA ) < 2 Γ(t/2) while
√
(P )
E(QE ) = 2 Γ((t+1)/2)
Γ(t/2) ). Only if a = 0, SA (k) and SA (k +
(P )

1) are independent of each other, then F (SA (k), SE (k +
(P )
1)) = F (SA (k), SA (k + 1)), otherwise, F (SA (k), SE (k +
1)) is distinct from F (SA (k), SA (k + 1)). Thus, the proof is
completed.
Lemma 1: Let us consider the illustration in Fig. 1. Under
the real attacks, the upper bound of F (SA (k), SE (k + 1)) is
(P )
(P )
F (SA (k), SE (k + 1)), in contrast, F (SA (k), SE (k + 1)) is
the lower bound of F (SA (k), SA (k + 1)).
Proof : Similar to Theorem 1, let SE (k + 1) = SE1 (k +
1), ..., SEt (k+1) and SA (k) = SA1 , ..., SAt are independently
with different distribution, i.e., SA (k) ∼ Nt (μ1 , σ12 ) and
SE (k + 1) ∼ Nt (μ2 , σ22 ). Thus, Zi = SAi (k) − S Ei (k + 1)
follows a bivariate random normal distribution, i.e., Z ∼
Nt (μ1 − μ2 , σ12 + σ22 ). Hence, the expectation value of the
Euclid distance between SE (k + 1) and SA (k) can be written
as
π (1/t−1) −λ
,
(9)
E(QE ) =
L
2 1/2
2

É

where λ =

P(
t

i=1

μ1i −μ2i 2
σ1i +σ2i ) .

 

Only if μ1 − μ2 = 0 and σ1 =

σ2 , i.e., when a non-central chi distribution becomes a central
(P )
chi distribution, we have E(QE ) = E(QE ). Otherwise, the
expectation value of the non-central chi distribution is greater
(P )
than that of central chi distribution, i.e., E(QE ) > E(QE ).
For the second metric, the Pearson correlation coefﬁcient,
because SE (k + 1) and SA (k) are uncorrelated, the performance of the Pearson correlation coefﬁcient between SE (k +
(P )
1) and SA (k) is the same as that between SE (k + 1) and
(P )
SA (k). As a result, we have E(QE ) ≥ E(QE ) ≥ E(QA )
(P )
and E(ρA ) ≥ E(ρE ) = E(ρE ) → 0, and the equality is
sustained, if and only if, a = 0, μ1 = μ2 , and σ1 = σ2 . Thus,
Lemma 1 can be conﬁrmed.
C. ELM-based PLA authentication
In this subsection, ELM-based PLA is presented, and the
algorithm process is given in Algorithm 1.
For an ELM, the input data can be mapped to an Ldimensional ELM random feature space, and the network
output is

X β θ (x) = θ(x)β,
L

fL (x) =

i i

(10)

i=1

where β = [β1 , ..., βL ]T is the output weight matrix between
the hidden nodes and output ones. θ(x) = [g1 (x), ..., gL (x)]
are the hidden node outputs (i.e., random hidden features) for
input x, and gi (x) is the output of ith hidden node. Given

N training samples {(xi , ti )}N
i=1 , the ELM can resolve the
following learning problem:
Θβ = T,

(11)

T

where T = [t1 , ..., tN ] are target labels, and Θ =
[θT (x1 ), ..., θT (xN )]T . The output weights β can calculated
from
β = Θ† T,
(12)
where Θ† is the Moore-Penrose generalized inverse of the
matrix Θ.
To be speciﬁc, in our authentication scheme, with
F (SA (k), SΔ (k + 1)) as the detection object, the detection
contains two patterns: legitimate case F (SA (k), SA (k + 1))
and illegitimate case F (SA (k), SE (k + 1)), which are corresponding to binary hypothesis testing H1 and H0 respectively.
Thus, based on training data, Bob can establish the design
matrix XT R ← [SA (k), SΔ (k + 1)] and response variables
YT R ← F (SA (k), SΔ (k + 1)). Then, the ELM training is
β (ELM ) = g(WXT R )+ YT R ,

(13)

where g is the activation function, W is the matrix of inputto-hidden-layer weights ﬁlled by Gaussian random noise, (∗)+
means the operation of pseudoinverse. Based on (13), the
predicted value YP R ∈ {Alice, Eve} can be calculated
according to
YP R = β (ELM ) g(W[SA (k), SΛ (k + 1)]),

(14)

where Λ ∈ {A, E} is the true identity of the current message.
Without loss of generality, we assume that the receiver
obtains M packets in each time slot. The spooﬁng detection
process is shown in detail in Algorithm 1.
Algorithm 1 ELM-based PHY-layer authentication

Initialization: Activate function g and the hidden nodes number L.
1) Repeat (for each episode)
2) Obtain the training data based on Theory 1 and Lemma 1.
3) Calculate the ELM network model β (ELM ) via (13).
4)
For t = 1, 2, ...M (for each packet)
5)
Extract SA (t) and SΛ (t + 1).
6)
Calculate measure space F(SA , SΛ (t + 1)) via (3).
7)
Calculate the predictive value YP R via (14).
8)
If YP R = Alice
9)
Update SA (t) = SA (t + 1), and accept this
message.
10)
Else
11)
Keep SA (t) = SA (t − 1), and send an alarm.
12)
End If
13)
End For
14) End Repeat

III. S IMULATION R ESULTS
Simulations are performed to evaluate our proposed scheme
relative to the thresholding method, where the reference
method is presented in [4], and in which standard Euclidean
distance is used.
Following [5], we can simplify two successive channel state
information as
HA (k + 1) = aHA (k) + ω(k),

(15)
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Fig. 2 Detection performance of PLA based on ELM with 2000 training data in the OFDM system with 256 sub-carrier under Rayleigh channel.

where a is the correlation parameter between channel gain
samples, and ω(k) is an i.i.d. zero-mean complex Gaussian
process, which is independent of HA (k). The variance of ω(k)
is deﬁned as
2
σω2 = (1 − a2 )σA
.
(16)
In practical terms, the channel correlation coefﬁcient a can
be identiﬁed as the term J0 (2πvT /λ), where λ is the RF
wavelength, ν is the moving speed of Alice and J0 represents
the Bessel function of the ﬁrst kind and zero-th order [10].
In the simulations, a can be given by the channel model
based on (15) and (16). Sigmoid function is considered as
the activate function, and the node number of the hidden
layer is 200. Moreover, the different test threshold will lead
to different detection performance in PLA (such as [6] [7]).
For consistency, we consider the minimum Bayes risk, i.e.,
(min)
Pe
, as a performance indicator, given by
Pe(min) = min{P (H0 |H1 )P (H1 ) + P (H1 |H0 )P (H0 )},
(17)
where all of possible threshold traversals are considered.
In Fig. 2(a), the detection performance of authentication is
represented by receiver operating characteristic curve (ROC),
where PDR denotes the detection rate and PF AR is the false
alarm rate. We can see that under different channel correlation
coefﬁcients, ELM-based PLA is closer to the top left corner,
compared with the reference method. For example, a = 0.2,
the point closest to the top-left corner of the ELM-based curve,
is in the vicinity of (0.1,0.9), while that is about (0.2,0.8) under
the reference method. This implies our proposed strategy can
reach a low identiﬁcation error.
Fig. 2(b) shows the performance of minimum Bayes risk
with a larger scale of channel correlation coefﬁcient a. It is
more obvious that ELM-based PLA can dramatically reduce
(min)
the minimum Bayes risk. For example, a = 0.1, the Pe
is less than 0.3 in the ELM-based authentication, while it is
higher than 0.6 under the reference method. The minimum
Bayes risk was reduced by roughly 50%. Furthermore, from
Fig. 3(b), we can see that the performance of ELM-based au(min)
thentication is acceptable (Pe
< 0.15) when 1 ≥ a ≥ 0.2.
Fig. 2(c) illustrates the ﬂuctuation of detection performance
under difference signal-noise ratios (SNRs). Under a higher
channel correlation coefﬁcient, e.g., a = 0.9, both curves
under the ELM-based authentication and reference method

(min)

become ﬂat and the Pe
exceeds 0. However, when the
channel correlation is low, e.g., a = 0.3, the detection
performance will be inﬂuenced by noise when the SNR is
(min)
less than 10dB. Nevertheless, Pe
is less than 0.1 in the
ELM-based authentication, even if SNR = 0. While under the
(min)
same conditions, Pe
will be higher than 0.3, based on [4].
These show that our ELM-based PLA can present a better
detection performance compared with [4] in terms of the
minimum Bayes risk, and the coverage area of the available
performance can reach {a |0.2 ≤ a ≤ 1 } at least.
IV. C ONCLUSION
In this paper, we have proposed an ELM-based PLA with
a two-dimensional measure space. The feasibility of utilizing
a classiﬁcation approach to detect spooﬁng attacks was investigated, and a pseudo adversary model was established to acquire the training data. Our proposed scheme can signiﬁcantly
reduce the minimum Bayes risk compared with the previous
methods.
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