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Abstract—Unmanned aerial vehicle (UAV) systems are vulnerable to smart attackers who are selfish and subjective end-users
and use smart radio devices to change their attack types and
policies based on the ongoing UAV transmission and network
states. In this paper, we apply prospect theory to formulate a
subjective smart attack game for the UAV transmission, in which
a smart attacker Eve makes subjective decisions to choose the
attack type such as jamming, spoofing and eavesdropping without
knowing the attack detection accuracy of the UAV system and
the UAV transmit power on multiple radio channels is chosen to
resist smart attacks. Reinforcement learning based UAV power
allocation strategies are proposed to achieve the optimal power
allocation against smart attacks without knowing the attack
model and the channel model in the dynamic game. A deep
Q-learning based UAV power allocation strategy combines Qlearning and deep learning to accelerate the learning speed for
the case with a large number of channel states and attack modes.
Simulation results show that our proposed UAV power allocation
strategy can suppress the attack motivation of subjective smart
attackers and increase the secrecy capacity and the utility of the
UAV system.
Index Terms—Smart attacks, UAV, prospect theory, game
theory, reinforcement learning.

I. I NTRODUCTION
Unmanned aerial vehicles (UAVs) have proliferation applications such as goods delivery, radio network connectivity
enhancement, and the collection of news and surveil events.
Due to the broadcast nature of the radio transmission, UAV
systems are vulnerable to spoofing, jamming and eavesdropping attacks that are three physical layer attacks in wireless
networks. Attackers from the vicinal air or ground aim to
obtain illegal network access, threaten user privacy of the
UAV systems and launch denial of service (DoS) attacks [1],
[2]. In this paper, we focus on the physical-layer security
methods to address jamming, eavesdropping and spoofing
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in UAV systems that are incorporated with the upper-layer
security mechanisms, instead of replacing them. For example,
the traditional upper-layer encryption methods cannot address
all the eavesdropping challenges in UAV systems, due to the
dynamic network topology and energy constraint of UAVs, as
well as the growing computational capability of eavesdroppers
[3]. To this end, the physical-layer encryption protocols are
efficient to protect UAV systems from eavesdropping [3], [4].
By applying smart and programmable radio devices such
as universal software radio peripherals and wireless openaccess research platforms, a smart attacker Eve can observe
the ongoing UAV radio transmission status between the UAV
Alice and the mobile ground unit (MGU) Bob and then choose
the attack type and mode accordingly [5]. For example, a
smart attacker Eve sends spoofing signals if she has a similar
channel state with Alice [6] and sends jamming signals if she is
very close to Bob. Compared with the traditional single-mode
passive attackers each performing a single type of attacks, a
smart attacker can be more harmful to the UAV transmission
by reducing the secrecy capacity of the UAV system and cause
more identity based attacks without being detected.
Game theory has been used to study jamming [7] and
spoofing [8] in wireless communication networks, assuming
that each player is rational and chooses its action to maximize
its own expected utility according to the widely used expected
utility theory (EUT) [9]. However, an attacker or UAV operator
makes a subjective decision, if he or she does not know
whether the attacker can be detected successfully and thus
the decision sometimes deviates from the EUT results [10].
The Nobel prize-winning prospect theory (PT) applies the
probability weighting function and value function to model the
subjective decision-making processes such as the probability
evaluation distortion and the facts that people tend to be
risk averse regarding gains and risk seeking regarding losses.
Prospect theory has been used to explain the anti-jamming
communication in cognitive radio networks in [11] and the
detection of advanced persistent threats launched by subjective
attackers in [12].
In this paper, we apply prospect theory to investigate smart
attacks against the UAV transmission launched by a subjective
and selfish attacker Eve. Eve makes subjective decisions
regarding the attack policy, as she is not sure whether her
attack will be detected by the UAV system. In the PT-based
smart attack game, in the first scenario as shown in Fig. 1
(a), the UAV called Alice aims to send messages with sensing
information to the MGU Bob. The smart attacker Eve who
controls a UAV, a MGU or both, chooses to block Bob from
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(b) Uplink transmission of the control information to the UAV
Fig. 1. The UAV transmission between a target UAV and a MGU against a
smart attacker Eve with a compromised UAV and MGU.

receiving Alice’s signals, send spoofing signals with Alice’s
identity or eavesdrop Alice’s signals. Alice observes the UAV
channel state and the previous transmission performance, and
chooses the transmit power accordingly. In the second scenario
in Fig. 1 (b), the MGU Alice sends messages with the
control information to the UAV Bob against Eve. The Nash
equilibria (NEs) of the PT-based smart attack game are derived
and the conditions under which the NEs exist are provided
to disclose how the utility of the UAV increases with the
subjectivity of Eve. Reinforcement learning techniques can
derive the optimal UAV power allocation strategy via trialand-error in the dynamic smart attack game without being
aware of the attack model and the UAV network model, as
the repeated power allocation can be formulated as a Markov
decision process (MDP). A Q-learning based power allocation
algorithm is developed based on the quality function or Qfunction for each state-action pair of the UAV.
On the other hand, Eve can attack the UAV Alice accordingly once understanding the security mechanism. More
specifically, Eve can infer the UAV security mechanism, then
deliberately manipulate Alice to use a specific transmission
policy, and then attack her accordingly. Therefore, a WoLF-

PHC (Win or Learn Faster-Policy Hill Climbing) based power
allocation algorithm can be designed to introduce uncertainties
in the UAV transmission to fool the smart attackers, to improve
the UAV security.
The UAV transmission against smart attackers covers a
large number of attack status, radio channel states and feasible transmit power levels, which significantly increases the
learning speed required by the Q-leaning or WoLF-PHC based
schemes. Therefore, we further propose a deep Q-network
(DQN) [13] based power allocation strategy, which introduces
deep learning to accelerate the learning speed of the WoLFPHC based power allocation strategy. More specifically, a
combination of Q-learning and deep learning can be used by
the UAV to compress the state space of Q-learning to address
the high dimension problem in the power allocation against
smart attacks. Simulation results show that the DQN-based
scheme can increase both the signal-to-interference-plus-noise
ratio (SINR) of the UAV signals, the secrecy capacity and the
utility of the UAV against smart attacks.
The main contributions of this work can be summarized as
follows:
(1) We formulate a PT-based smart attack game for an UAV
to provide a user-centric view of smart attacks and provide the
NEs of the PT-based game to show the condition that the UAV
transmission benefits from the subjectivity of Eve;
(2) We propose a WoLF-PHC based UAV power allocation
strategy to address smart attacks in the dynamic game to
achieve the optimal power allocation on multiple frequency
channels, without the knowledge of smart attack model and
UAV channel model. Simulation results show that this scheme
can increase the secrecy capacity and the utility of the UAV
against subjective smart attackers, as compared with the Qlearning based power allocation strategy;
(3) A DQN-based power allocation strategy is developed to
further accelerate the learning speed of the UAV for the case
with a large number of frequency channels and transmit power
levels.
The remainder of this paper is organized as follows. We
review related work in Section II and present the system
model in Section III. We formulate the PT-based smart attack
game in Section IV, and discuss the NEs of the game in
Section V. We propose the reinforcement learning based UAV
power allocation strategies in Section VI. Simulation results
are discussed in Section VII and conclusions are drawn in
Section VIII.
II. R ELATED W ORK
Smart attacks are investigated with game theory in [5]. An
EUT-based mobile offloading game is formulated among a
mobile device that chooses the offloading rate, a security agent
that selects whether to apply the higher-layer security mechanism, and a smart attacker who can perform either jamming
or spoofing. A noncooperative game between a mobile user
and a malicious node that can eavesdrop, jam, or both to
reduce the capacity of the user is formulated in [14], where
a fictitious play-based algorithm is proposed to derive the NE
of the mixed-strategy game. The game between a transmitter
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that chooses to send data or artificial interference, and an
adversary that selects to passively eavesdrop or actively jam
is investigated in [15]. A stochastic game formulated in [16]
provides insights for secret and reliable communication against
both jamming and eavesdropping. The interaction between
wireless nodes is formulated in [17], where each node is either
a selfish user who chooses the transmit power or malicious
user who attempts to minimize the throughput of the other
node with minimum transmission cost. A two-player general
sum Bayesian game as formulated in [18] illustrates how a
smart jammer that acts either as a cheater to obtain more
network resource or a saboteur to cause serious damage can
impact the LTE network.
Prospect theory is applied in [19] to capture the user
subjectivity in data pricing and channel allocation in cognitive
radio networks. The PT-based jamming game formulated in
[11] discloses the impact of subjective views of the jammer
and end-user under uncertain channel power gains in cognitive
radio networks. A PT-based data pricing model designed in
[20] shows that end-user deviation from EUT degrades system
throughput performance. The PT-based spectrum investment
game in [21] shows that a subjective secondary operator tends
to achieve a smaller possible gain with a lower risk, rather than
a larger possible gain with a higher risk. A PT-based cloud
storage defense game between a defender and an advanced
persistent threat attacker is investigated in [12] to disclose the
influence of the attacker’s subjectivity on the attack and scan
intervals. The subjective vendor and attacker game as studied
in [22] shows that the subjective decision making processes
of the vendor and attacker lead to a longer delivery time in
UAV delivery systems.
Multi-agent Q-learning based power allocation for cognitive
femtocells as presented in [23] shows that the cooperative
learning based scheme outperforms the independent learning
with a faster convergence rate and a larger aggregate capacity.
The Q-learning based joint resource allocation and power
control scheme in [24] reveals the learned strategies with
neighbours to accelerate the convergence speed and improve
the system capacity in femtocell. The Q-learning based dynamic power management as proposed in [25] manipulates the
idle periods of processor cores to achieve a tradeoff between
the power consumption and system performance for multicore
processors. The neural networks based resource allocation
scheme proposed in [26] regulates MAC-layer parameters for
the distributed IEEE 802.11 system to improve the throughput.
A support vector machine based resource allocation scheme
proposed in [27] achieves the quality of service goals and
minimizes the incurred cost without in-depth knowledge about
the cloud system internals.
The proposed theoretic study on smart attacks in [28]
formulated a game between a smart attacker who chooses the
attack mode and a mobile user who determines whether to
initiate the higher-layer security or only exploit the physicallayer security mechanism. Compared with our previous work
in [28], we study the UAV power allocation with multiple
channels against a smart attacker Eve who controls both a
compromised UAV and a MGU. We investigate how the UAV
channel states change the attack mode of Eve, and propose a

DQN-based power allocation strategy to improve the secrecy
capacity of Alice in the UAV transmission against Eve who
makes subjective decisions to choose the attack mode.
III. S YSTEM M ODEL
A. Network Model
We consider the transmission between a legitimate UAV,
Alice, who aims to send or receive surveillance data and
transport message to or from the serving mobile ground
unit (MGU) Bob located dt distance away over B radio
frequency channels. A smart attacker, Eve, uses a smart and
programmable radio device to launch spoofing, eavesdropping
or jamming, and chooses the attack pattern such as in terms
of the jamming power. Eve cannot simultaneously launch
eavesdropping and jamming attacks, because her jamming
signals have to be sent at the same frequency with Alice, which
prevents her from obtaining Alice’s messages.
As shown in Fig. 1, Eve can change her location to attack
the transmission between Alice and Bob. For example, Eve can
use a compromised UAV that is close to Alice, the target UAV
to eavesdrop her downlink transmission of the sensing information to the MGU. In addition, Eve can apply a compromised
MGU to jam or spoof the downlink transmission. On the other
hand, Eve can launch jamming attacks from the compromised
UAV to block the target UAV in the uplink transmission of the
control information. We take the downlink UAV transmission
of the sensing information from Alice to Bob as an example
in this paper, but our work can be extended to the uplink UAV
transmission.
Eve can also locate the compromised MGU and UAV to
attack more efficiently. For instance, Eve moves the compromised UAV to the neighboring area of Alice to reduce the
detection accuracy by Alice, and the compromised MGU to
Bob’s neighborhood before sending jamming signals. Eve is
dj distance away from Bob and her compromised UAV is de
away from Alice.
By using the smart radio devices, Eve can estimate the
ongoing UAV transmission status and the channel state. Alice
decides the transmit power over B radio channels at time k,
(k)
denoted by x(k) = [xi ]1≤i≤B ∈ X following a total power
constraint denoted by PT , where the power allocation set X
is given by
{
}
B
∑
X = [xi ]1≤i≤B 0 ≤ xi ≤ PT ;
xi ≤ PT .
(1)
i=1

Eve chooses spoofing, eavesdropping or jamming to prevent
reliable and secret communications from Alice to Bob. Eve
can also send jamming signals to Bob over B channels with
a total power constraint denoted by PJ . The attack mode at
(k)
time k is denoted by y(k) = [yi ]1≤i≤B ∈ Y with
{
}
B
∑
Y = [yi ]1≤i≤B yi ≤ PJ ;
yi ≤ PJ .
(2)
i=1
(k)

If y
> 0, the compromised MGU sends jamming signals
(k)
with power yi on channel i; if y(k) = −1, Eve eavesdrops
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TABLE I
L IST OF N OTATIONS

IV. PT-BASED S MART ATTACK G AME

Distance of transmission/wiretap/interference
path
Path loss exponent of radio channel
Number of radio channels
Power gain of transmission channel i between
Alice and Bob at time k
Power gain of at wiretap channel i at time k

dt/e/j
ρ
B
(k)

hT,i
(k)

hE,i
(k)

hJ,i

Power gain of interference channel i at time k

(k)
xi
(k)
yi

Transmit power at channel i at time k
Jamming power at channel i at time k
Total power constraints of the UAV/attacker
Miss detection rate of jamming attack
Miss detection rate of spoofing attack
Objective weight of Alice/Eve
Energy consumption factor
Noise power
Miss detection cost of spoofing attack
Nonzero quantization level of detection
accuracy
EUT/PT-based utility of Alice/Eve

PT /J
η
β
αA/E
µ
σ
Cm
L
EU T /P T

UA/E

Alice at time k; if y(k) = −2, Eve spoofs Bob; and if y(k) =
0, Eve does not attack.

The interaction between Eve and the UAV transmission can
be formulated as a PT-based smart attack game, denoted by
G, in which Eve chooses her attack type and mode and Alice
decides the transmit power over B radio channels. Bob can
apply physical-layer security mechanisms to detect spoofing
attacks [30] with a miss detection rate denoted by β, and the
jamming detection algorithm such as the packet delivery ratio
and received signal strength based detection as developed in
[31] with a miss detection rate denoted by η. Alice can hardly
detect the eavesdropping of Eve.

Alice aims to increase the SINR of the signal received by
Bob and thus improve the UAV transmission against the smart
attacker Eve. The utility of Alice averaged over the MGU
detections is given by

B. Channel Model
The channel power gain between Alice and Bob at time k
(k)
(k)
(k)
is denoted by HT = [hT,i ]1≤i≤B , where hT,i is the power
gain of transmission channel i between Alice and Bob at that
time. Similarly, the wiretap channel gain from Alice to the
(k)
(k)
compromised UAV at time k is HE = [hE,i ]1≤i≤B , where
(k)
hE,i is the power gain of wiretap channel i at time k. The
(k)
jamming channel gain from Eve to Bob is denoted by HJ =
(k)
(k)
[hJ,i ]1≤i≤B , where hJ,i is the power gain of jamming channel
i at time k.
Let d0 be the reference distance of the UAV transmission
and ρ be the path loss exponent of the radio channel model.
The path loss of the transmission channel with the transmitterreceiver distance d denoted by P L can be modeled by [29]
P L(dB) = ξ(dB) + 10ρ lg(

d
),
d0

d > d0

(3)

where ξ is a constant due to the transmitter and receiver
antenna gains and path loss at d0 , the path loss exponent ρ
depends on the radio propagation environment. Both the AliceBob link and the Alice-Eve UAV link have ρ = 2 due to the
approximate free-space propagation, and the Eve-Bob channel
has ρ = 4 according to a two-ray model. Let ri ∼ N (0, 1)
(k)
(k)
follow the normal distribution, and we have hg,i = ri /P Lg ,
where g = T, E or J. Table I summarizes the notation used
in this paper.

(k)

uA (x, y) =

 B (
)
∑ (k)

(k)


h
−
h
xi

T,i
E,i



i=1



B

∑



−µ
xi ,




i=1



B

∑


(k)


hT,i xi − βCm



y = −1

(4a)

i=1

B

∑



−µ
xi ,
y = −2
(4b)




i=1



(k)
B
B

∑
∑

hT,i xi

(k)

(1
−
η)
h
x
+
η

i
T,i

(k)


i=1
i=1 σ + hJ,i yi




B

∑



−µ
xi ,
y≽0
(4c)

i=1

where the energy consumption factor µ corresponds to the
importance of the transmission energy regarding the security
risk, σ is the noise power of Bob, and the UAV cost Cm
depends on the miss detection probability of spoofing attacks.
The first term in the right-hand-side of Eq. (4a) corresponds
to the secrecy capacity of the UAV system.

For simplicity, the detection accuracy of the UAV system is
quantized into L + 1 levels, with the detection accuracy l/L
having probability βl = Pr(β = l/L) and
∑Lηl = Pr(η = l/L).
By definition, we have βl (ηl ) > 0 and l=0 βl (ηl ) = 1. The
EUT-based utility of Alice averaged over L non-zero detection
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error rates denoted by UAEU T is given by
 B (
)
∑ (k)

(k)


hT,i − hE,i xi




i=1



B

∑



(5a)
−µ
xi ,
y = −1




i=1



L
B

∑

Cm ∑

(k)

hT,i xi −
lβl



L
i=1
l=0
EU T
UA (x, y) =
B

∑



−µ
xi ,
y = −2
(5b)




i=1



(k) (k)
B
L
B

∑
1 ∑ ∑ hT,i hJ,i xi yi

(k)

hT,i xi −
lηl


(k)

L

i=1
i=1 σ + hJ,i yi
l=0




B

∑



−µ
xi ,
y ≽ 0.
(5c)

i=1

The expected utility of Eve, denoted by UEEU T , is the opposite
of Alice’s utility, i.e., UEEU T = −UAEU T .
Prospect theory can be used to capture the subjective
decision-making processes of Eve and Alice. According to
Prelec probability weighting function [32], the subjective
probability viewed by Eve (or Alice) denoted by wE (or wA )
is given by
(
α )
wr (p) = exp − (− ln p) r
(6)
where r = A, E, αr ∈ (0, 1] is the objective weight of Eve
(or Alice), and p is the objective probability. The probability
weighting function describes how a subjective player underweighs the high-probability event and overweighs the low
probability event. For example, wr (p) < p if p is close to
1, and wr (p) > p if p is close to 0.
If Eve and Alice hold subjective views to make decisions
under uncertain security performance, their decisions may
deviate from the EUT-based results. The PT-based utility of
Alice, denoted by UAP T , is based on the EUT-based utility
UAEU T by replacing the objective probability of the miss
detection rate with the subjective probability,
 B (
)
∑ (k)

(k)


h
−
h

T,i
E,i xi



i=1



B

∑



−µ
xi ,
y = −1 (7a)




i=1



B
L

∑

Cm ∑

(k)

h
lwA (βl )
x
−

i
T,i


L
i=1
l=0
PT
UA (x, y) =
B

∑



−µ
xi ,
y = −2 (7b)




i=1



(k) (k)
L
B

∑

hT,i hJ,i xi yi
1∑


−
lw
(η
)

A l

(k)

L

i=1 σ + hJ,i yi
l=0




B
B

∑
∑

(k)


hT,i xi − µ
xi ,
y ≽ 0.(7c)
+
i=1

i=1

Similarly, the PT-based utility of Eve, denoted by UEP T , is
given by
 B (
)
∑ (k)

(k)


hE,i − hT,i xi




i=1



B

∑



+µ
xi ,
y = −1 (8a)




i=1



B
L

∑

Cm ∑

(k)

hT,i xi +
lwE (βl )
−


L
i=1
l=0
PT
UE (x, y) =
B

∑



+µ
xi ,
y = −2 (8b)




i=1



(k) (k)
L
B
 1∑
∑

hT,i hJ,i xi yi


lwE (ηl )


(k)

L

i=1 σ + hJ,i yi
l=0




B
B

∑
∑

(k)


−
h
x
+
µ
xi ,
y ≽ 0.(8c)

T,i i
i=1

i=1

For simplicity of notation, the time index k is omitted if no
confusion results.
V. NE

OF THE

PT-BASED S MART G AME

The subjective smart attacker Eve should make a balance
between the risk to be detected and the damage to the UAV
system, and she chooses her policy to maximize the PT-based
utility instead of the expected utility. The Nash equilibrium
of the smart attack game G, denoted by (x∗ , y∗ ), provides the
best-response of each player if the opponent chooses the NE
strategy. By definition, we have
UAP T (x∗ , y∗ ) ≥ UAP T (x, y∗ ), ∀x ∈ X

(9)

UEP T (x∗ , y∗ ) ≥ UEP T (x∗ , y), ∀y ∈ Y.

(10)

Let I(m,n) be an m-dimensional all-zero vector except 1 at
the n-th element.
Theorem 1. The PT-based smart attack game G has an NE
(PT I(B,j ∗ ) , −1) if

(11)
max {hT,i − hE,i } > µ


1≤i≤B



{

L

∑

 Lh ∗ P > max C
lwE (βl ),
E,j
T
m
l=0



}
L


hT,j ∗ hJ,j ∗ PT PJ ∑


(12)
lw
(η
)

E l

σ + hJ,j ∗ PJ
l=0

where
j ∗ = arg max(hT,v − hE,v ).

(13)

1≤v≤B

Proof: By (7a), if (11) holds, we have
UAP T (PT I(B,j ∗ ) , −1) = PT max {hT,i − hE,i − µ}
1≤i≤B

≥

B
∑

(hT,i − hE,i − µ)xi = UAP T (x, −1).

i=1

(14)
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If (12) holds, we have
UEP T (PT I(B,j ∗ ) , −1)
{

If (18) holds, we have

= −PT (hT,j ∗ − hE,j ∗ − µ)

> max (µ − hT,j ∗ )PT +

UEP T (PT I(B,q∗ ) , −2) = (µ − hT,q∗ )PT +

L
Cm ∑
lwE (βl ),
L

l=0

l=0

}
L
1h
hJ,j ∗ PT PJ ∑
lwE (ηl )
L σ + hJ,j ∗ PJ
l=0
{ PT
}
= max UE (PT I(B,j ∗ ) , −2), UEP T (PT I(B,j ∗ ) , y ≽ 0 .
(15)
(µ − hT,j ∗ )PT +

T,j ∗

Thus (9) and (10) hold, indicating that (PT I(B,j ∗ ) , −1) is an
NE of G.

Corollary 1. If (11) and (12) hold, the utility of Alice in the
PT-based smart attack game G is
UAEU T = PT max {hT,i − hE,i } − µPT .

(16)

1≤i≤B

Remark: If the wiretap channel is in a good condition, the
smart attacker Eve eavesdrops the communications between
Alice and Bob, which can avoid being detected by the detection system. If there exists a transmission channel better
than the wiretap channel, i.e., maxi {hT,i − hE,i } > µ, Alice
allocates all her power to the channel with maximum channel
gain gap between the transmission channel and the wiretap
channel to maximize the secrecy capacity.

Theorem 2. The PT-based smart attack game G has an NE
(PT I(B,q∗ ) , −2) if

(17)
max {hT,i } > µ


1≤i≤B



{

L

∑

C
lw
(β
)
>
max
LhE,q∗ PT ,
m
E l
l=0



}
L


hT,q∗ hJ,q∗ PT PJ ∑


lw
(η
)
(18)

E
l

σ + hJ,q∗ PJ
l=0

where
q ∗ = arg max hT,v .

(19)

1≤v≤B

Proof: By (7b), if (17) holds, we have
UAP T (PT I(B,q∗ ) , −2) = PT (hT,q∗ − µ) −
≥

Cm
L

L
Cm ∑
lwE (βl )
L

L
∑

{
L
1 hT,q∗ hJ,q∗ PT PJ ∑
lwE (ηl ),
> max (µ − hT,q∗ )PT +
L σ + hJ,q∗ PJ
l=0
}
∗
∗
(µ + hE,q − hT,q )PT
{ PT
}
= max UE (PT I(B,q∗ ) , y ≽ 0, UEP T (PT I(B,q∗ ) , −1) .
(21)
Thus (9) and (10) hold, indicating that (PT I(B,q∗ ) , −2) is an
NE of G.
Corollary 2. If (17) and (18) hold, the utility of Alice in the
PT-based smart attack game is
UAEU T = PT max {hT,i } − µPT −
1≤i≤B

L
Cm ∑
lβl .
L

(22)

l=0

Remark: Eve spoofs Bob if she overviews the spoofing cost
of the UAV system due to miss detection is large. In this case,
Alice at the NE should allocate all her transmit power to the
best frequency channel.
Theorem 3. The PT-based smart attack game G with B = 1
has an NE (PT , PJ ), if

{
L

h h P ∑

 T J J
lw
(η
)
>
max
LhE ,
E
l



 σ + hJ PJ l=0



}
L

Cm ∑
(23)
lwE (βl )

PT

l=0




L
 hT hJ PJ ∑



lwA (ηl ) < L(hT − µ).
(24)
 σ+h P
J

J

l=0

Proof: By (8a) ∼ (8c) and (23), as B = 1, we have
UEP T (PT , PJ ) = (µ − hT )PT +

L
1 hT hJ PT PJ ∑
lwE (ηl )
L σ + hJ PJ
l=0

{
> max

(µ + hE − hT ) PT , (µ − hT )PT +

}
{
= max UEP T (PT , −1), UEP T (PT , −2) .

}
L
Cm ∑
lwE (βl )
L
l=0

(25)

If (24) holds, we have
L
∂UAP T (x, y)
1 hT hJ y ∑
= hT − µ −
lwA (ηl ) > 0.
∂x
L σ + hJ y
l=0
(26)

Thus (9) and (10) hold, indicating that (PT , PJ ) is an NE of
the game G.
lwA (βl )

l=0

B
L
∑
Cm ∑
(hT,i − µ)xi −
lwA (βl ) = UAP T (x, −2).
L
i=1
l=0

(20)

Corollary 3. If B = 1, and (23) and (24) hold, the utility of
Alice in the PT-based smart attack game is
UAEU T = (hT − µ) PT −

L
1 hT hJ PT PJ ∑
lηl .
L σ + hJ PJ
l=0

(27)

7

Algorithm 1 Q-learning based power allocation.
Initialize τ , γ, ϵ, s(1) .
Q(s, x) = 0, V (s) = 0, ∀s, x.
For k = 1, 2, 3, ...
Choose x(k) with ϵ-greedy strategy;
Transmit signals with power x(k) ;
Observe y(k) , SINR(k) and u(k) ;
Update Q(s(k) , x(k) ) and V (s(k) ) via (28) and (29);
s(k+1) = y(k) .
End for

1.15
P =0.48
T

Eavesdropping

P =0.5
T

Utility of Alice

1.1

P =0.52
T

Eavesdropping
Spoofing

1.05
Eavesdropping

Spoofing

1
Spoofing

0.95
0.6

0.7

0.8
α

0.9

1

E

Utility of Alice
Fig. 2. Performance of the subjective smart attack game under uncertain
miss detection rate, with B = 3, Cm = 1.5, µ = 0.2, HT = [3 2 1], HE =
[0.8 0.5 0.2], HJ = [1 2 3], σ = 1, [βl ]0≤l≤L = [0.1 0.8 0.05 0.03 0.02 0],
[ηl ]0≤l≤L = [0.1 0.6 0.1 0.05 0.05 0.1], and αA = 1.

Remark: If Eve overweighs the miss detection rate, she is
more likely to attack the signal transmissions. On the other
hand, if Alice is confident regarding the detection accuracy,
she transmits signals with full power.
As shown in Fig. 2, the expected utility of the UAV system
increases with PT , and has a sharp decrease at αE = 0.792 if
PT = 0.5, because Eve tends to eavesdrop Alice rather than
spoofing Bob. Eve tends to spoof Bob with higher transmit
power.
VI. PT-BASED DYNAMIC S MART ATTACK G AME
In the dynamic PT-based smart attack game, a smart attacker
(Eve) and a UAV (Alice) repeat their interactions without
being aware of the environment model, such as the current
channel conditions. To derive the optimal power allocation
strategy of the UAV, reinforcement learning techniques can be
applied to defend against smart attackers. Here, we propose
Q-learning, WoLF-PHC and DQN-based power allocation
strategies for the UAV.
A. Q-learning Based Power Allocation
In the Q-learning based power allocation, Alice sends a
signal to Bob against Eve in each time slot with the chosen transmit power based on the transmission history and
the network state. The Q-learning algorithm, as a modelfree reinforcement learning algorithm,
( depends)on the quality
function or Q-function denoted by Q s(k) , x(k) . The function
is the expected discount long-term utility if transmitting with
power x in state s at time slot k, s is the system state
consisting of the attack mode at time slot k − 1. The transmit
power of the UAV is quantified into 10PT + 1 levels, i.e.,
xi ∈ {0, 0.1, 0.2, ..., PT }. The value function denoted by V (s)
represents the maximum value of the Q-function in state s.
According to the iterative Bellman equation, Alice updates

her Q-function at time slot k as follows:
)
(
)
(
Q s(k) , x(k) ←(1 − τ )Q s(k) , x(k)
)
(
)
(
)
(
+ τ u s(k) , x(k) + γV s(k+1)
(
)
(
)
V s(k) = max Q s(k) , x(k)
x(k) ∈X

(28)
(29)

where learning factor τ ∈ (0, 1] represents the learning rate
of Alice, and discount factor γ ∈ [0, 1] represents how Alice
views the importance of future rewards.
According to the ϵ-greedy strategy, Alice chooses the
transmit power that maximizes its Q-function with a high
probability, 1 − ϵ, and chooses each of the other power with
a small probability, where ϵ ∈ (0, 1) is a small positive value.
The Q-learning based power allocation strategy against smart
attacks is summarized in Algorithm 1.
B. WoLF-PHC Based Power Allocation
Alice can use a mixed strategy to determine the transmit
power allocation with randomness to confuse Eve. The WoLFPHC algorithm extends the Q-learning algorithm to the mixedstrategy game, and uses the win or learn fast principle and a
learning parameter for better convergence [33]. More specifically, the transmit strategy is chosen according
to a mixed∑
strategy table denoted by π(s(k) , x), with x∈X π(s(k) , x) =
1. Two learning parameters δw and δl ∈ (0, 1] are chosen to
update π(s(k) , x) for different cases. Alice has to learn faster
if she is losing and to learn faster about Eve’s policy, i.e.,
the losing learning speed δl has to be larger than the winning
speed δw .
The average mixed-strategy table denoted by π̄ is updated
by
)
(
(
)
(
)
( (k) )
( (k) )
1
π̄ s(k) , x ← π̄ s(k) , x +
,
π
s
,
x
−
π̄
s
,
x
C(s(k) )
∀x ∈ X
(30)
where C(s(k) ) is the number of state s(k) . If the current policy
has a higher expected value than the average mixed-strategy,
Alice wins and updates the mixed-strategy table with the
learning parameter δw ; Otherwise, the UAV loses and updates
the mixed-strategy table with a higher rate δl . That is

( (k) ) ( (k) )
∑

δw ,
x∈X π s ( , x Q )s ( , x
)
∑
δ (k) =
(31)
> x∈X π̄ s(k) , x Q s(k) , x


δl , o.w.
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Smart attacker
Eve

Mobile ground unit
Bob
Perform power
allocation

Attack mode

Replay memory

CNN

¶(k)

FC 2

Update θ(k)

FC 1

SGD

Conv 2

Minibatch

Choose x(k) with ε-greedy

Q-function

Observe y(k) and u(k)

Conv 1

Algorithm 2 WoLF-PHC based power allocation.
Initialize τ , γ, δl , δw , ϵ, s(1) .
1
Q(s, x) = 0, V (s) = 0, π(s, x) = |X|
, C(s) = 0.
For k = 1, 2, 3, ...
Choose x(k) via (33);
Transmit signals with power x(k) ;
Observe y(k) , SINR(k) and u(k) ;
Update Q(s(k) , x(k) ) and V (s(k) ) via (28) and (29);
Update π̄(s(k) ) via (30);
Update π(s(k) ) via (32);
s(k+1) = y(k) .
End for

UAV Alice

Fig. 3.

DQN-based UAV power allocation scheme.

The mixed-strategy table π is updated with the learning
system (state and the previous W state-action
pairs, i.e.,
parameter δ (k) as follows,
)
( (k) )
( (k) )
φ(k) = s(k−W ) , x(k−W ) , ..., x(k−1) , s(k) . In the first W − 1
π s ,x ← π s ,x +
time slots, Alice chooses the power allocation strategy

( (
)
)
(
)
− min π s(k) , x , δ(k) , if x ̸= arg maxx̂∈X Q s(k) , x̂ randomly. After that, Alice selects a power allocation strategy
|X|−1
( (
) δ(k) )
with maximum Q-value according to ϵ-greedy policy. Then,
(k)
∑
, o.w.
min
π
s
,
x , |X|−1
x̸=x̂
the attack mode of Eve is observed, and the utility of Alice
(32) is obtained.
When training the DQN, random minibatches from the
The UAV transmit power x(k) is chosen according to the
data set are used instead of the most recent transition. More
mixed-strategy table, i.e.,
specifically, Alice chooses an experience, e(d) , from the data
( (k)
)
( (k) )
Pr x = x̂ = π s , x̂ , ∀x̂ ∈ X.
(33) set D randomly for T times to calculate the Q-function. The
CNN weight, θ(k) , is obtained by minimizing the loss function
Alice observes Eve’s response, the receiver Bob measures the
denoted by L(θ) following the stochastic gradient descent
bit error rate or packet loss rate of Alice’s signals and then
(SGD) as summarized in Algorithm 3, i.e.,
infers the SINR and the attack policy at that time, which can
θ(k) = arg min L(θ)
be sent to Alice via the feedback channel. Then Alice uses
θ
[
the SINR of the message and the secrecy capacity to evaluate
(
( ′ ′ (k−1) )
her utility and then updates the Q-function via (28) and (29)
= arg min Eφ,x,u,φ′ u(k) + γ max
Q
φ ,x ;θ
x′
θ
as shown in Algorithm 2.
]
(
))2
− Q φ, x; θ
(34)
C. DQN-Based Power Allocation
where φ′ is the next state sequence.
The Q-function has to be evaluated in the PHC-based UAV
As clarified in Section VI of the revision, the DQN-based
power allocation and the learning time required increases power allocation scheme does not always outperform the other
rapidly with the dimension of the state-action space, which two methods. More specifically, the DQN based scheme that
in turn depends on the number of the radio channels B, can increase the secrecy capacity and the utility of the UAV
the transmit power constraint PT and the jamming power system has the highest computational complexity and takes
constraint PJ . Therefore, we present a DQN-based power much longer time to make a decision in each time compared
allocation that uses a neural network to accelerate the learning with the WoLF-PHC based scheme. Therefore, the DQN based
process.
power allocation is applicable to the UAVs with sufficient
A neural network called DQN with weights θ(k) is used computation resources. On the other hand, UAVs with reto estimate
the Q value
(
) for (each power
) allocation strategy, stricted computational resource cannot afford the complicated
i.e., Q s(k) , x(k) ; θ(k) ≈ Q∗ s(k) , x(k) . As shown in Fig. 3, DQN algorithm, and have to resort to the WoLF-PHC based
the neural network consists of two convolutional layers with scheme with less complexity and computation costs to choose
rectified linear units, followed by two fully connected layers. the transmission strategy in time. For example, the WoLFThe first convolutional layer convolves 20 filters of 3 × 3 with PHC algorithm takes 4% less time on average to choose the
stride 1, and the second one convolves 40 filters of 2 × 2 with transmission strategy in a time slot compared with the DQN
stride 1. The two fully connected layers consists of 180 and algorithm in the experiment.
|X| rectifier units respectively.
experience)
denoted
by
e(k)
=
( Alice’s
VII. S IMULATION R ESULTS
(k)
(k)
(k)
(k+1)
φ , x ,{u ,}φ
is stored in a data set
(k)
(j)
, where φ
denotes the state
D =
e
Simulations are carried out to evaluate the performance
1≤j≤k
sequence at time k, which consists of the current of the proposed power allocation strategies against a smart
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attacker Eve with Q-learning based attack strategy, in which
Eve chooses to launch jamming, spoofing or eavesdropping
attacks. The system parameters are chosen for some typical
scenarios similar to [34] with PT = PJ = 0.4, σ = 1,
Cm = −0.5, [βl ]0≤l≤5 = [0.1 0.8 0.05 0.03 0.02 0],
[ηl ]0≤l≤5 = [0.1 0.6 0.1 0.05 0.05 0.1], αE = 0.8, αA = 1,
τ = 0.95, γ = 0.7, d0 = 10 m and ϵ = 0.9, if not specified
otherwise. In the downlink UAV transmission, de = 30 m,
dt = dj = 50 m, ξ = 0.02, 0.075 and 0.0032 for the AliceBob, Eve-Bob and Alice-Eve’s UAV links, respectively.
In the first experiment, the channel gains change randomly
every 300 time slots. As shown in Fig. 4, the safe rate of
the UAV system that is the probability of not being attacked
increases with time. For instance, the safe rate increases by
25% after 1500 time slots in the dynamic game. The DQNbased strategy has the highest safe rate, and followed by the
WoLF-PHC and Q-learning based strategy. The safe rate of
the DQN-based strategy is 93%, which is 7% and 11% higher
than that of the WoLF-PHC and Q-learning based scheme,
respectively. The DQN algorithm has a higher secrecy capacity
than the WoLF-PHC and Q-learning algorithms. Besides, the
DQN-based strategy has a higher SINR than the WoLF-PHC
and Q-learning based strategies. The utility of Alice first
decreases if the channel gains change, and then rapidly learns
thereafter. For instance, the DQN-based transmission increases
the utility of Alice by 0.84, which is 13% higher than WoLFPHC, and 22% higher than Q-learning. As shown in Fig. 5, the
DQN-based strategy reduces the influence of spoofing attacks
compared with Q-learning and WoLF-PHC.
The subjectivity view of Eve improves the UAV transmission as shown in Fig. 6. For instance, the average safe rate
decreases by 16.3% if the objectivity of Eve αE changes from
0.6 to 1 with the Q-learning based strategy. The DQN-based
strategy exceeds the WoLF-PHC and Q-learning strategies
with a higher safe rate. For instance, the average safe rate

1

0.8
0.75
0.7
0.65
0.6

Q−learning
WoLF−PHC
DQN

0.55
0.5
0

500

1000

1500

Time slot

(c) SINR
0.9

Utility of the UAV system

Algorithm 3 DQN-based power allocation.
Initialize θ, γ, ϵ, D, W , T .
For k = 1, 2, ...
If k < W
Choose x(k) randomly;
Else
Obtain the output Q(φ(k) , x; θ(k) );
Choose x(k) with ϵ-greedy policy;
End if
Transmit signals with power x(k) ;
Observe y(k) and u(k) ;
s(k+1) = y(k) ;
φ(k+1) = (s(k−W +1) , x(k−W +1) , ..., x(k) , s(k+1) );
e(k) = (φ(k) , x(k) , u(k) , φ(k+1) );
D ← e(k) ∪ D;
For d = 1, 2, ..., T ;
Select e(d) ∈ D randomly;
End for
Update θ(k) via (34);
End for

Q−learning
WoLF−PHC
DQN

0.85
0.8
0.75
0.7
0.65
0.6
0.55
0

500

1000

1500

Time slot

(d) Utility
Fig. 4. Performance of the learning based power allocation strategy against
smart attacks with PT = PJ = 0.4, L = 5, σ = 1, Cm = −0.5, αE = 0.8
and αA = 1.
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Fig. 5. The influence of the spoofing attack of the UAV system with PT =
PJ = 0.4, L = 5, σ = 1, Cm = −0.5, αE = 0.8 and αA = 1.
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(a) Average safe rate

0.76
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with the DQN is 11% higher than that of the WoLF-PHC and
18% higher than that of Q-learning algorithm if αE = 0.9. The
average secrecy capacity decreases with αE . For example, the
average secrecy capacity decrease by 5.3% when αE changes
from 0.9 to 1 by DQN. The average SINR decreases with αE .
For instance, if αE = 0.9, the DQN can increase the SINR
by 10.3% compared with the Q-learning strategy.
We illustrate the influence of the total power constraint of
the smart attacker Eve with PT = 0.4 in Fig. 7. The average
safe rate decreases with the total power of the attacker. For
instance, the average safe rate decreases 20.5% by Q-learning
if the total power of the attacker PJ changes from 0.3 to 0.7,
because the attacker has more power to prevent the reliable
and secret communications between Alice and Bob. The DQNbased strategy has the highest average SINR, e.g., the average
SINR of the DQN based strategy is 22.3% and 29.3% higher
than WoLF-PHC and Q-learning, respectively, if PJ = 0.7.
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1.1

In this paper, we have investigated the PT-based smart attack
game between a subjective smart attacker and a UAV who
allocates power on multiple channels. The NEs of the static
game have been derived to show the impact of the subjectivity
of the attacker. We have proposed the DQN-based power
allocation strategy for a UAV to address smart attacks without
the knowledge of the attack model and the attack detection
accuracy of the communication system. Simulation results
demonstrate that the proposed strategy accelerates the learning
rate and the secrecy capacity of the UAV system. For example,
the proposed scheme increases the secrecy capacity of the
UAV system by 16% and the utility by 22%, as compared with
the Q-learning based scheme, if PT = PJ = 0.4, αE = 0.8
and αA = 1.
This work assumes the simplified system model as shown
in Fig. 1. If several UAVs cooperate to address smart attacks,
the network model becomes more complicated and the UAV
systems can apply multi-agent reinforcement learning techniques to improve the security performance. The multi-agent
reinforcement learning based security technique requires more
computational overhead than our proposed scheme, because

1.08

Average SINR of the UAV system

VIII. C ONCLUSION
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Fig. 6. Average performance of the learning based power allocation strategy
against smart attacks with PT = PJ = 0.4, L = 5, σ = 1, Cm = 1.5 and
αA = 1.
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each cooperative UAV can observe more state information and
the resulting state space is much larger. We will investigate this
technique in our future work.
1

Average safe rate
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